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Definitions & Abbreviations 

TERM/ABBREVIATION DEFINITION/DESCRIPTION REMARKS 

AES Advanced Encryption Standard   

Component A subsystem component is a modular part of the 
subsystem that serves specific activities or tasks 

 

ConOps Concept of Operations  

Datawarehouse The database developed for the Part 1 Demonstration but 

also used for Part 2 to store Participant travel data used to 
generate Road Usage Reports. 

 

Demonstration Project  The terms refer to the HiRUC Demonstration, including 

both parts 1 and 2 
 

DC Data Collection  

DIT Honolulu City & County Department of Information 
Technology 

 

ECU Engine Control Unit  

EPA Environmental Protection Agency  

FIPS Federal Information Processing Standard, which includes 

two-digit numerical codes for each U.S. state/territory. 
 

FCC Federal Communications Commission  

Function Specific tasks accomplished by a system component  

Functional group Functional groups are high-level objectives of the 
subsystem component 

 

GIS/MAP Geographic Information System  

GPS Global Positioning Systems  

HDOT Hawaii Department of Transportation  

HiRUC Administration Name given to the administrative entity tasked with 
recruiting Demonstration Participants, verifying the correct 
computation of road usage charges, and performing any 
compliance activities recommended by HDOT. 

 

HiRUC System The system established for the Part 1 demonstration to 

generate Road Usage Reports (RURs), comprising a 
Datawarehouse and a RUR Generator. It will also be used 
in Part 2. 

 

HTTP HyperText Transfer Protocol  

ICD Interface Control Document  

IP Internet Protocol  

IT Information Technology  

JSON JavaScript Object Notation  

LTE Long-Term Evolution   
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TERM/ABBREVIATION DEFINITION/DESCRIPTION REMARKS 

Mileage Message  A mileage message is the formatted transaction data, 
containing mileage, fuel usage and health data, that is 
exchanged between Service Provider subsystems. 

 

Mileage Meter A Mileage Meter is a device or inbuilt system that collects 

road usage charge information for the vehicle in which it is 
installed 

 

Mileage Reporting 

Technology 

The actual technology underlying a Mileage Reporting 

Method, either a plug-in device, odometer image capture 
system (an app with front and back ends), or Native 
Automaker Telematics 

 

MRD Mileage Reporting Devices  

MRM Mileage Reporting Method, a means of recording and 

reporting miles travelled, either a plug-in device (OBDII), 
odometer image capture system, or Native Automaker 
Telematics. 

 

MTBF Meantime Between Failures  

MVerity Vehcon’s patented system for odometer image capture and 

validation, which the Service Provider will use for odometer 
image capture. 

 

Native Automaker 
Telematics 

A telematics system installed by the carmaker at the time of 
manufacturing, providing a secure data interface to the 
vehicle electronics, including odometer, used here as a 
Mileage Reporting Method. 

Abbreviated NAT 

OBDII On Board Diagnostics II, the CARB/EPA standard for 

vehicle data interfaces included in all US vehicles built after 
1996. 

 

Odometer Charge Reporting odometer images periodically as a Mileage 

Reporting Method, also called Odometer-based Reporting. 
Abbreviated OdoPhoto 

Odometer Message  An odometer message is the formatted transaction data, 
containing odometer data that is exchanged between 
subsystems 

 

Odometer-based 

reporting 

Reporting odometer images periodically as a Mileage 

Reporting Method, also called Odometer Charge. 
Abbreviated OdoPhoto 

Part 1 The Manual Demonstration, in which Hawaii residents 
receive a Driving Report based on their odometer readings 
collected during safety inspections. Not included in this 
specification. 

 

Part 2 The Automated Demonstration, in which ~2,000 
Participants receive Road Usage Reports over the 9-month 
Demonstration based on a variety of Mileage Reporting 
Methods. Included in this specification 

 

Participant A volunteer who has enrolled in the Part 2 (Automated) 

Demonstration 
 

PID Plug-in Device, an OBDII device with or without location, a 
Mileage Reporting Method. 

Abbreviated PID (either 
with or without location 
information), OBDLoc 
(includes location 
information) or OBDNoLoc 
(no location information) 
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TERM/ABBREVIATION DEFINITION/DESCRIPTION REMARKS 

PII Personally Identifiable Information Defined in business rules 

PMVI Periodic Motor Vehicle Inspection  

REST Representational State Transfer  

RPAM Demonstration Participant Account Management  

RUC Road Usage Charge   

Rule ID RuleID is the code for the location (area) where the 
mileage is driven. All RuleID’s refer to entire states, 
provinces, counties, or other jurisdictions, except 00, which 
refers to mileage driven for which there is no location data 
(state cannot be determined).  

 

RUR Road Usage Report, a periodic statement of driving data in 
PDF format sent to Participants by the Service Provider. 

 

RURG Road Usage Report Generator, the component of the 
HiRUC system (developed for the Part 1 Demonstration but 
also used in the Part 2 Demonstration) that creates Road 
Usage Reports based on travel data stored in the 
Datawarehouse. 

 

SP Service Provider, the firm that provides mileage collection 
and account management services for the Part 2 
Demonstration, reports data to the HiRUC Administration 
and HiRUC system, and has a direct interface with the 
Participants.   

 

SRS System Requirement Specification  

SubRule ID SubRule ID distinguishes between chargeable (public on-

road) and non-chargeable miles driven within a given Rule 
ID. 

 

TCP Transmission Control Protocol  

TP Transaction Processor  

UBI Usage-based Insurance  

Undifferentiated Miles for which location data is not available, recorded in 

RuleID 0, considered to be chargeable miles. 
 

VIN Vehicle Identification Number, a unique serial number for 

each vehicle, standardized as a 17-digit alphanumeric code 
since 1981.  

 

VMT Vehicle Miles Travelled  
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1. Preface 

1.1. Project Documents 

The functional and technical requirements of vendor systems that support Part 2 of the Hawaii Road 

Usage Charge Demonstration are included in this document. Other documentation relating to Part 2 of 

the HiRUC Demonstration includes the following: 

► The Part 2 Concept of Operations, which provides the road usage charge collection usage 

scenarios covered in the project. 

► The Part 2 Business Rules Document. 

► The Part 2 Interface Control Document (ICD), which provides detailed specifications for all 

interfaces between subsystems.  

► The MVerity Specification, which provides specifications to integrate the Service Provider 

smartphone application with the MVerity odometer-image capture, processing and reporting 

system. 

1.2. Document Contents  

In the remaining sections of this document, descriptive introductory sections precede the detailed 

requirements. These descriptions are provided to help the reader understand and contextualize the 

requirements. They do not constitute requirements themselves. In case of any conflict between this 

language and the detailed requirements, the requirements always take precedence. All system 

requirements are included in sections 3 to 5. 

The remainder of this document is organized as follows: 

Section 2 System Purpose covers the goals and objectives of Part 2 of the HiRUC system and 

introduces the high-level system architecture. 

Section 3 System Level Requirements includes general requirements that apply to all Part 2 

subsystems.  

Section 4 Mileage Reporting Subsystem Requirements includes requirements that apply to the 

different mileage reporting technologies, including the technologies in the vehicle that measure miles 

driven for the plug-in device distance charging methods and the odometer-based technology that 

captures and verifies VIN information and odometer reading. 

Section 5 Account Management Subsystem includes all requirements that apply to the account 

management subsystem, the subsystem underlying the Service Provider services. This subsystem 

interfaces directly with participants and reports data to the Datawarehouse subsystem. 
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1.3. Requirement Classification and Naming Conventions 

1.3.1. Classification of Requirements  

Every subsystem requirement is classified at three levels: subsystem component, functional group, and 

function. A subsystem component is a modular part of the subsystem that serves specific activities or 

tasks. Functional groups are high-level objectives of the subsystem component. Each functional group 

comprises a set of functions that are specific tasks accomplished by the component. These functions 

are further broken down into requirements.  

Figure 1 below traces the classification of a requirement MM.RMT.1 through each of the 3 levels of 

classification; component, functional group and function. 

Figure 1: Classification of Requirements 

 

 

1.3.2. Naming conventions  

Each detailed requirement is named according to the following form: 

<component abbreviation>.<function abbreviation>.<requirement index> 

The detailed requirements are grouped by functions. In the following document, functions are 

abbreviated using the three capitalized letters in the function name. For example, the first function of 

the Mileage Meter is “Record accumulated Mileage Traveled by day.” The abbreviation of the function 

is thus RMT, and the requirements for this Mileage Meter function are coded MM.RMT.#, where # is the 

requirement index 
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2. The HiRUC Demonstration Project 

2.1. Organization of HiRUC Demonstration 

The HiRUC Demonstration comprises two parts - the Manual Demonstration and Automated 

Demonstration. The Manual Demonstration (referred to as Part 1) will be launched before the 

Automated Demonstration (referred to as Part 2). The key distinctions between parts 1 and 2 are the 

following: 

► Part 1, Manual Demonstration, includes all registered passenger vehicles in the state of Hawaii for 

which mileage data is reported during annual safety inspection visits while Part 2 only includes 

participants who volunteer to be in the HiRUC Automated Demonstration. 

► Part 2, Automated Demonstration, includes a Service Provider that will enroll participants and their 

vehicle(s), provide mileage reporting technologies, manage participant RUC accounts and distribute 

Road Usage Reports on behalf of the state.  

This document addresses Part 2. Part 2 operations will last 9 months and involve approximately 2,200 

participant vehicles. Participants shall be free to select any of the Mileage Reporting Methods 

supported by the Service Provider, provided their enrolled vehicle meets minimum criteria (such as 

having a diagnostic port or compatible telematics system).  

Part 1 and Part 2 are anticipated to run concurrently for several months, which means both parts need 

to be coordinated to ensure a consistent experience for all participants.  

2.2. Goals and Objectives of the HiRUC Demonstration 

The HiRUC Demonstration has the following overarching goals that apply to both parts of the 

demonstration: 

► Help vehicle owners visualize how a road usage charge would work 

► Promote understanding and level of comfort with RUC 

► Determine level of public acceptance of the RUC concept once it is demonstrated in Hawaii 

► Examine the revenue potential and benefits of the new RUC system compared with gas tax 

revenues 

► Identify and enable policy analysis (public acceptance and financial) 

The objectives of Part 2 are specifically to: 

► Evaluate the technical and operational feasibility, and viability of the RUC system based on low-

tech and high-tech Mileage Reporting Methods  

► Test mileage reporting options and frequency for drivers for whom the annual, PMVI-based process 

is unsuitable (e.g., those who accrue significant off-road mileage or for whom more frequent 

payments are easier to manage) 
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► Test an open system design that is technology neutral and potentially allows entry of multiple 

Service Providers, and use of various methods and technologies for collecting and reporting road 

usage charge 

► Demonstrate ability to handle data securely and protect privacy of vehicle owners under a Service 

Provider configuration 

► Provide vehicle owners with Mileage Reporting Method options and evaluate the user experience 

and response to the different methods 

► Assess viability and operational-effectiveness of each Mileage Reporting Method through 

measurable outputs 

► Demonstrate how a private sector partner (Service Provider) and technology can be leveraged to 

support RUC 

► Understand the marginal costs associated with a private-sector-managed RUC system 

► Understand operational aspects of a RUC system under a private Service Provider configuration; 

demonstrate transparency/auditability of such a system; identify corresponding issues and provide 

a quantitative base for recommendations 

► Encourage engagement and elicit further feedback from end users interacting with the system to 

collect information on level of understanding and acceptance of RUC under a Service Provider 

configuration  

► Assess public preference about frequency of RUC payments 
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3. System for Part 2 

3.1. General Purpose and Scope of the HiRUC System 

Part 2 of the HiRUC Demonstration will implement a cost-effective and open system for assessing road 

usage charges that is easy to use, understand and administer, provides clear audit trails, and is open to 

private Service Providers and technology providers, thus supporting user choice. 

The system developed for the HiRUC Demonstration will have many of the features, functions and 

processes of a potential future revenue generating road usage charging system under a private Service 

Provider configuration. However, other attributes of a fully operational RUC system such as payment 

collection and enforcement activities are not designed into this HiRUC Automated Demonstration 

system. Compliance and administrative activities will take a simplified form, resulting in the exclusion of 

activities such as charge recovery, appeals management, IT asset management, and planning and 

controls management. 

Part 2 of the HiRUC Demonstration will prioritize customer-facing account management services, 

issuing a Road Usage Report to participants, and conducting administrative activities to collect, 

monitor, and analyze data.  

3.2. HiRUC Automated Demonstration Context Diagram 

The HiRUC Demonstration context diagram for Part 2 shown in Figure 2 illustrates high-level 

interactions between key stakeholders and major system components.  

Figure 2: Demonstration Context Diagram 
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► Participants are vehicle owners in Hawaii who enroll their eligible passenger vehicles with the 

HiRUC Service Provider. They drive their enrolled vehicles on the road network consisting of 

public, private, and (possibly) out-of-state roads. Participants will receive a periodic Road Usage 

Report (RUR) for each vehicle that will show what a road usage charge could be based on road 

usage measured and reported for their vehicle. They will not be required to pay any road usage 

charge as no notion of payment will be introduced in the HiRUC Demonstration.  

► Service Provider is a private entity contracted by the HiRUC Administration to operate participant 

accounts on its behalf. The Service Provider provides driver-facing account management services 

and customer services to enrolled participants. The Service Provider will be responsible for: 

1. enrolling participants and their vehicles,  

2. distributing Mileage Reporting Methods for each participant vehicle enrolled,  

3. collecting road usage data from the Mileage Reporting Methods,  

4. processing the road usage data collected to compute a road usage charge and estimated gas 
tax, 

5. reporting road usage data, which is used to generate a Road Usage Report, 

6. retrieving Road Usage Reports generated by a separate HiRUC subsystem (Road Usage 
Report Generator), 

7. distributing Road Usage Reports to participants, and 

8. reporting data to the HiRUC Administration (D’Artagnan).  

► HiRUC Administration refers to the team that manages and administers the HiRUC Demonstration 

(D’Artagnan), as well as the HiRUC system (central system developed to support both Part 1 and 

Part 2) that provides administrative and operational support to the HiRUC Demonstration. The 

HiRUC Administration would thus perform some of the government functions required in a full-scale 

RUC operation and have oversight over operational activities performed by the Service Provider.  

3.3. HiRUC Part 2 System Objectives 

The system described in this document provides technology to support the goals of Part 2 of the Hawaii 

Road Usage Charge Demonstration:  

► Demonstrate technical and operational feasibility of RUC by leveraging vendor systems to: 

 Manage participant account and vehicle data 

 Distribute Mileage Reporting technology to participants 

 Collect mileage data and fuel consumption data (when available) through Mileage Reporting 

Methods  

 Compute estimated gas tax and road usage charges for each enrolled vehicle 

 Generate1 and distribute Road Usage Reports to participants on a periodic basis . 

 

1 The Road Usage Reports are generated by existing HiRUC systems that are not provided by the Service Provider. 
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 Monitor and encourage compliance (i.e. participants to actively report mileage)  

► Promote the public’s understanding and comfort with RUC by: 

 Strictly respecting data privacy and security policy guidelines  

 Supporting simple, cohesive and seamless participant processes  

 Showing how road usage measured or reported for each vehicle translates to a potential road 

usage charge 

 Supporting consistent communications (notifications, emails) with participants 

 Supporting high quality customer services  

 Proactively identifying difficulties encountered by participants  

► Support user choice by allowing participants to: 

 Select their preferred Mileage Reporting Method for each of their enrolled vehicles 

 Change their Mileage Reporting Method during the Part 2  

► Enable reporting of financial and operational data to the HiRUC Administration  

 Support reporting of mileage, fuel consumption and revenue data, and compliance levels for 

each Mileage Reporting Method 

 Demonstrate auditability of system by providing detailed and consolidated data reports that 

allow Service Provider data sources to be reconciled to ensure consistency. 

3.4. HiRUC Subsystems  

3.4.1. Subsystems 

This document presents all Part 2 subsystems to provide a comprehensive view of the overall Road 

Usage System used for Part 2 operations (see Figure 3). It introduces all subsystems involved, 

presents general system level requirements, then addresses full subsystem requirements only for the 

Mileage Reporting subsystem and the Account Management subsystem, which are the only systems 

supported by the Service Provider. System specifications for existing HiRUC subsystems – 

Datawarehouse subsystem and Road Usage Report subsystem – are not detailed in this document, but 

their interfaces with the Service Provider subsystems are briefly mentioned and further detailed in the 

Interface Control Document (ICD).  

Figure 3: Overview of Subsystems 
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► The HiRUC system for Part 2 (Automated Demonstration) comprises: 

► A Mileage Reporting subsystem that includes two components: 

1. Mileage Meter, which measures mileage and (when available) fuel consumption  

2. Data Collection, which collects the road usage charge information and transmits it to the 

Account Management Subsystem.  

► An Account Management subsystem that: 

1. Manages participant accounts, 

2. Reports Account, VIN and data required to generate Road Usage Reports (RURs) to the 

Datawarehouse subsystem,  

3. Retrieves RURs generated by the Road Usage Report Generation subsystem  

4. Distributes RURs to participant accounts 

5. Provides standard reports on data to the HiRUC Administration.  

The Account Management subsystem comprises three components – a Transaction Processing 

component, a participant Account Management component, and a Reporting component. 

For completeness, note that the HiRUC system for Part 1 (Manual Demonstration) comprises: 

► a Datawarehouse subsystem (existing HiRUC system) that includes a Master Database 

component which imports and stores Account, VIN, and RUR data from the Account Management 

subsystem. The Master Database then stores and transmits data to the Road Usage Report 

Generation subsystem (existing HiRUC system, not included in this procurement) periodically.  

► a Road Usage Report Generator (RURG) subsystem (existing HiRUC system) that receives 

and uses data from the Datawarehouse subsystem to build RURs, which are then posted to a 

centralized repository that can be accessed by the Account Management subsystem. The RURG 

subsystem reports the RUR status to the Datawarehouse subsystem, which in turn reports the RUR 

status to the Account Management subsystem. 

Note: The Account Management subsystem will have interfaces with the Datawarehouse subsystem, 

and will need to retrieve RURs from a centralized repository, which is part of the RURG subsystem. 

These interfaces are further detailed in the ICD.  

3.4.2. General System Architecture 

Figure 4 shows the general system architecture based on the subsystems and components described 

above and introduces the interfaces between the subsystems at a high level.  
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Figure 4: General System Architecture 

 

3.4.3. Functions Supported by Subsystems 

Figure 5 shows the different functions supported by the Mileage Reporting, Account Management, 

Datawarehouse, and RURG subsystems. 
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Figure 5: Functional Architecture 
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3.5. System Security, Disaster Recovery, and Data Retention 

Note that the Service Provider and any subcontractors or third-party vendors involved in provision 

of subsystems or mileage reporting technologies are referred to as “vendor” in this section.  

System security shall comply with the general IT industry standards as described below. As part of 

this, the system design and an inventory of information security controls are required of all vendors 

before operation of the HiRUC system, during security verification checks. Vendors shall implement 

security and disaster recovery details for the overall system to ensure adequate protection and 

assurance of recovery options in the event of an unexpected incident.  

Vendors shall maintain a System Security Plan comprised of the following documents: 

► System architecture diagram illustrating the location of key security measures (mentioned in 

SYS.SSD.1) 

► Written assessment of their organization and system security, including a list of what PII is 

stored and where it is stored (mentioned in SYS.SSD.2 and SYS.SSD.3) 

► Security policy (mentioned in SYS.SSD.5) 

► Documentation of Access Control (mentioned in SYS.SSD.7) 

► Business continuity plan (mentioned in SYS.SSD.22) 

These documents shall be reviewed and updated as necessary in the event of a system breach or 

detection of potential security threats. 

General Security Requirements 

SYS.SSD.1     The vendor shall provide a system architecture diagram that illustrates the location of 

key security measures proposed for the Road Usage Charge Demonstration system. 

SYS.SSD.2     The vendor shall provide a written assessment of the security of their organization 

and systems based on the security requirements below (SYS.SSD.7 to SYS.SSD.24). 

SYS.SSD.3     The security assessment documentation shall list what PII is stored and the 

corresponding system and operational controls to maintain the appropriate level of security and 

access. PII is defined in the Business Rules. 

SYS.SSD.4     During system operation, the vendor shall make the HiRUC Administration aware of 

any system breach, or potentially significant informational breach immediately upon discovery via e-

mail and telephone call. Specific contact details will be documented in the Business Rules following 

contract award. 

SYS.SSD.5     Vendors shall document and operate a Security Policy during the Part 2 

Demonstration. The security policy shall cover the vendor’s security organization chart, governance 

structure, key security procedures, risk management policies, and monitoring of controls relevant to 

the security of the system.  
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SYS.SSD.6     Vendors shall initiate change control processes when deficiencies in the design or 

operating effectiveness of security controls are identified during system operations and monitoring.  

System Level Security Requirements 

To ensure the proper level of security within the systems, the following requirements detail the 

policies required of all Part 2 vendors: 

SYS.SSD.7     Access control: The vendor shall provide and document access control on all 

systems employed in Part 2 Demonstration delivery and operations. This includes, but is not limited 

to:  

► Account management – user account creation/termination   

► User role management 

► Access control logs 

► System administrator / Administrative controls 

► Physical sites housing the Service Provider’s servers  

SYS.SSD.8     Access control related to password security and logging: The vendor shall support 

and document authentication and access control as it relates to password security and logging of 

access to its systems. This shall include but not be limited to password encryption, logging of 

access attempts (granted and denied), and administrative access to log files. Passwords shall have 

a minimum of 8-character length, include letters and numbers and one capital letter, and require 

periodic password change. 

SYS.SSD.9    Access to Personal Identifiable Information (PII): The vendor shall support User 

Roles with varied access to Personally Identifiable Information (PII). The vendor shall provide a 

description of all authentication methods and user roles used for systems that will contain 

personally identifiable information. For the HiRUC Demonstration, employ user roles with limited 

rights to PII access. The vendor shall provide at least the user role of a customer service 

representative. The roles of Enforcement and Accountant/Auditor would be relevant to a potential 

future operational system but need not be included in the HiRUC Demonstration. 

SYS.SSD.10   Antivirus and anti-malware: The vendor shall provide up-to-date antivirus and anti-

malware software on all systems. This vendor shall document the way antivirus and anti-malware 

applies to all applications being used; virus and malware scan and scope frequencies; and the 

vendor’s the incident response process. 

SYS.SSD.11   Desktop and portable device security: The vendor shall provide desktop security for 

all desktop and portable device systems used by vendor staff and subcontractors. This includes but 

is not limited to firewalls where needed; mandatory password protection; a documented software 

update process; and storage encryption with at least 128-bit Advanced Encryption Standard (AES) 

on portable computing devices used to store State-owned data. 

SYS.SSD.12   Server management: The vendor shall provide secure server management. This 

includes but is not limited to firewalls, at least 128-bit AES encryption on server storage used to 
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store State-owned data or PII, and system Administrator processes such as enabling or disabling 

(replacing) servers. 

SYS.SSD.13   Backup management: The vendor shall provide backup management. This includes 

but is not limited to system restoration, testing of the system restoration processes, access to back 

up information, encryption with at least 128-bit AES, and provision and management of back up 

media. 

SYS.SSD.14   Network security: The vendor shall provide network security. This shall include but 

not be limited to firewalls where needed, public/private network separation, and encryption with at 

least 128-bit AES. 

SYS.SSD.15   Intrusion detection: The vendor shall provide Intrusion Detection and response. This 

shall include but not be limited to intrusion detection, including all internal monitoring practices; and 

incident response. 

SYS.SSD.16   Encryption: The vendor shall provide Encryption for all PII and road charging data, 

both in server storage and transmittal. The vendor shall provide their policy for encryption for each 

level where road charging data will reside (file, database, disk, etc.). This policy shall include all 

procedures/measures for preventing unauthorized access. The vendor shall use at least 128-bit 

Advanced Encryption Standard (AES). 

SYS.SSD.17   System lifecycle management: The vendor shall provide IT system lifecycle 

management. This policy shall include but not be limited to the change control process 

(authorization through implementation), the security patch process, and ongoing maintenance of 

updates. Lifecycle management activities shall occur throughout the system development lifecycle 

including design, acquisition, implementation, configuration, testing, maintenance, and replacement 

of system components. 

SYS.SSD.18   Remote access: If a vendor provides remote access to their systems, the remote 

access shall be secure. This requires security for remote access to road charging data, 

authentication method(s), encryption used, mobile device policy and security measures. 

SYS.SSD.19 Wireless management: The vendor shall provide security for wireless access to their 

network, if such access is offered. This shall cover the specific uses of wireless access to road 

charging data, encryption used (specified at least 128-bit AES), guest/non-guest access levels, and 

incident response. Also, indicate if the vendor uses industry supported access standards 802.11, 

which standard is being employed. (i.e. 802.11a, 802.11b, 802.11e, 802.11g, 802.11i, 802.11n). 

SYS.SSD.20   User-directed override of Mileage Data Destruction in case services that utilize older 

mileage data are available (Applies to Plug-in Device Mileage Reporting Methods):  

► If a system provides value-added services that can make use of data older than normally 

allowed by TP.AMM.3, they shall provide participants the ability to affirmatively opt-in to 

preserve any trip or location data that would otherwise be destroyed per TP.AMM.3. 

► For participants who do not affirmatively opt-in to data preservation, requirement TP.AMM.3 

shall apply. 
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► If such services are not provided, no such opt in is necessary, and TP.AMM.3 shall apply to all 

participants. 

SYS.SSD.21   The vendor shall provide a plan which details its process for disaster recovery should 

there be an incident that threatens or impacts normal business operations while contracted for the 

HiRUC Demonstration. 

SYS.SSD.22   The vendor shall provide a Business Continuity Plan which details how essential 

business functions continue to operate during and after an incident. The plan shall be updated to 

reflect organizational or system changes. 

SYS.SSD.23   The vendor shall provide Data Masking to conceal relevant personal participant data 

from unauthorized access. 

SYS.SSD.24   The vendor shall provide a notification via email to participants when specified 

account data is modified (at a minimum participant name, address, other contact information, and 

password). The notification shall be sent to the email address provided during account creation or in 

the case of an email address change, the most recent prior email address.  

3.6. Separation of Production and Test Environments 

SYS.HTE.1       All subsystems and components shall be fully tested in a test environment prior to 

implementation in a live (production) environment. New software and hardware features shall be 

tested on the test environment before being added to the production environment. Only fully 

validated subsystems and components are allowed to operate and exchange transactions in the 

production environment. 

SYS.HTE.2       Test data or transactions generated and collected in the test environment have to 

be identifiable as such. The database structure of the production and test databases shall be 

identical to allow for same system inputs and outputs as would be experienced in the production 

environment to validate subsystems and components. Unless the test and production environments 

are completely segregated (i.e. no interactions between the two environments), all test transaction 

records shall be encoded such that it can clearly be identified as a test record. Test records shall 

not be migrated to the production environment. 

SYS.HTE.3       The Mileage Reporting subsystem shall have a separate test environment in 

addition to a production environment. The Mileage Meter and Data Collection components shall be 

validated in the test environment before being added to the production environment. Prior to 

validation, Mileage Meters shall report mileage collected to the Data Collection component of the 

test environment only, and the Data Collection component shall report mileage collected to the 

Participant Account Management subsystem operating in the test environment only.   

SYS.HTE.4       The Account Management subsystem shall have a separate test environment in 

addition to a production environment. Test user accounts shall be located on the test environment 

only. No test data shall be added to the production environment or sent to subsystems operating in 

a production environment. The HiRUC Administration and the SP team can use observation 
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accounts on the production environment to monitor participant experience. These observation 

accounts shall be clearly identifiable.  

SYS.HTE.5       The Account Management subsystem, the Datawarehouse subsystem, and the 

RURG subsystem shall each have a separate test environment in addition to a production 

environment to allow for dry-runs and RUR reviews. Dry-run RURs shall contain the exact 

information that will be included in the final RURs that will be distributed to the participant. See 

Business Rules 2.2.4 “Dry Runs Prior to Launch.” 

SYS.HTE.6  The Account Management system shall transmit a sample set of data to the RURG 

subsystem prior to each formal RUR cycle. The purpose of this is to allow the RURG to create a 

small set of draft RURs for review and validation by the Service Provider and HiRUC 

Administration.   

SYS.HTE.7  Participants shall not receive RURs or RUR notifications related to sample runs (test 

runs or dry runs). RUR data relating to sample runs shall not be posted to participant online 

accounts or be accessible to the participant in any way before they are checked by the Service 

Provider and validated by the HiRUC Administration.  

3.7. Critical System Performance Requirements 

The performance requirements listed in this section are those that identify critical areas of system 

performance on the various subsystems. These requirements are repeated in context with their 

related components in the following sections. For any discrepancy, the definitions in the 

following sections take precedence—these values are included for ease of reference only. 

Critical performance requirements include the following: 

Accuracy 

MM.RMT.9     The Mileage Meter shall calculate miles traveled per day to within +/-5% of the actual 

value. 

► MM.CFU.4      If data to calculate estimates of fuel consumption is available, the Mileage Meter 

shall calculate estimates of daily fuel consumption within ±5% of the actual value. Fuel 

consumption values shall be recorded to the number of decimal places that reflect the maximum 

level of precision of the Mileage Meter (at least hundredths of a mile). Rounding of fuel 

consumption values shall only occur when values are displayed to participants (on RURs, and in 

web portals and mobile apps). 

► MM.VLD.1   The Mileage Meter with location technology, which uses map technologies to 

identify the roads subject to the Road Usage Charge for miles driven (generally publicly 

maintained roads within the state of Hawaii), the map technology must have the capability to 

differentiate miles driven on public roads and off-roads, and private roads. Mileage Meters shall 

be able to determine the location of the vehicle to within 50 feet to be able to determine whether 

the vehicle is traveling off of roads that will be assessed a vehicle Road Usage Charge.  
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Availability 

TP.HER.1        The Transactions Processor shall have high availability (99.9% uptime).  

RPAM.SAV.1 The Participant Account Management component shall have high availability (99.9% 

uptime). 

DC.FSM.17     If the Data Collection component is housed in the Mileage Meter, the Data Collection 

component shall transmit the mileage message to the Transaction Processor, covering at least 99% 

of days that the Mileage Meter is operating and has communications. 

MM.AMT.8      The Plug-in device Mileage Meter shall communicate with Data Collection 

component (either transmit reportable miles to data collection or provide notification of operations, a 

heartbeat), covering at least 99% of days that the Mileage Meter is operating and has 

communications. 

Durability (OBDII Devices) 

MM.HAV.1     The Mileage Meter shall be designed to continue to operate even under the following 

operating conditions: 

► Voltage Range from 9.0 VDC to 18.0 VDC 

► Maximum Relative Humidity – non-condensing of 90% 

► Temperature Range from -10ºC to +55ºC 

The Mileage Meter shall be designed to tolerate a Temperature Range from -40ºC to +85ºC. In 

other words, it need not be able to operate while in -40ºC to -10ºC or +55ºC to +85ºC temperatures, 

but exposure to such temperatures (e.g., in a parked vehicle) shall not harm the Mileage Meter. 

Reliability (OBDII Devices) 

MM.HAV.2     The Mileage Meter shall have an estimated Mean Time Between Failures (MTBF) of 

no less than 5 years. 

MM.MPM.2     The Mileage Meter shall not cause a vehicle battery in good condition to discharge 

over a period of 2 months when the vehicle is not in use.  

MM.MPM.3    Mileage Meters that include internal batteries, including software apps running on 

mobile phones or tablets, shall have low battery usage (less than 10% of the battery), and shall not 

drain the Mileage Meter battery. 
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4. Mileage Reporting Subsystem Requirements 

4.1. Subsystem Context 

The Mileage Reporting subsystem requirements presented in this document were written with the 

following three types of Mileage Reporting Methods in mind: 

► Odometer-based reporting Mileage Meters (Odometer Charge), which are applications used 

on smartphones or camera-equipped mobile phones that capture and transmit vehicle odometer 

images and VIN information to a back-office application that processes and verifies the data 

contained in the image 

► OBDII Mileage Meters (Plug-in Device), which are devices that plug into a vehicles OBDII port 

to collect data from the vehicle. An example is the devices used to measure vehicle data for 

Usage-based Insurance (UBI). These Mileage Meters may be location-aware (equipped with 

GPS) or non-location aware, and include OBDII devices that interface to smartphones. 

► Native Automaker Telematics Mileage Meters (Telematics), which is software that interfaces 

with the vehicle telematics systems of connected vehicles to extract data needed for road 

charging. These vehicles are factory equipped with telematics systems that include a cellular 

(3G/LTE) interface. These Mileage Meters may either push messages to the Service Provider or 

allow Service Providers to pull data from the automaker telematics interface. 

Depending on implementation, Native Automaker Telematics may more closely resemble Odometer 

Charge or the plug-in device (OBDII) methods. If Native Automaker Telematics enables mileage 

reporting by day, it resembles the plug-in device methods, and all requirements for plug-in devices 

apply to it (save those pertaining to the physical device itself). If Native Automaker Telematics does 

not support mileage reporting by day, it resembles the Odometer Charge, and all requirements 

related to the Odometer Charge apply to it. If Native Automaker Telematics determines location 

information, all requirements related to location detection, recording and transmission will apply to 

it. Vendors shall describe which of the two methods their Native Automaker Telematics interface 

more closely resembles. 

4.2. Subsystem Purpose 

The purpose of the Mileage Reporting subsystem is to report three types of information to the 

Account Management subsystem – distance traveled, and when available, fuel consumption and 

location information.  

The Mileage Reporting subsystem interfaces with hardware associated with participant vehicles that 

are set up with a Mileage Reporting Method. It measures and records miles traveled each day by 

the vehicle for vehicles on plug-in device methods, or collects and records odometer readings 

reported for vehicles on the Odometer Charge method. Along with mileage information, the Mileage 

Reporting subsystem also tracks fuel use information when and where it is available, which can be 

used for computation of the estimated gas tax paid by the Service Provider. When fuel use 
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information is not available, the EPA fuel economy information2 shall be used to estimate the fuel 

consumption of the vehicle. In case of a Mileage Reporting Method with location technology, 

location information is also recorded, i.e. miles driven on public roads, miles driven off-road or on 

private roads, and miles driven in different jurisdictions are differentiated. 

The accumulated miles traveled and the odometer readings are reported by the Mileage Reporting 

subsystem to the Account Management subsystem for computation of the road usage charge due 

by the participant. In the case of the native telematics Mileage Meter, the data is likely not reported 

but extracted on-demand by the Account Management subsystem.  

4.3. Subsystem Overview 

The Mileage Reporting subsystem comprises two components, the Mileage Meter and the Data 

Collection component, used to collect and transmit the mileage and (when available) fuel 

consumption data. 

► The Mileage Meter is located in a vehicle for the collection of mileage data, and must be 

associated with the vehicle since it provides the interface to the vehicle for measuring miles 

traveled. In some cases the Mileage Meter may also measure fuel consumption or determine 

vehicle location, which is used to distinguish chargeable and non-chargeable miles driven. In 

the case of the Odometer Charge the Mileage Meter may only be present in the vehicle at the 

time the odometer photograph is obtained. 

► The Data Collection component collects data provided by the Mileage Meter, and reported 

odometer readings for odometer-based method, stores the data, both for later communication 

and audits, and creates and sends the standard format mileage messages and odometer 

messages to the Account Management subsystem. Note that in the case of a Native Automaker 

Telematics Mileage Meter, the Service Provider may extract data directly from the automaker 

vehicle telematics systems. 

The following block diagrams illustrates the components and the interfaces of the Mileage 

Reporting subsystem (for all Mileage Meters other than the Native Automaker Telematics). 

 

2 Combined fuel economy is a weighted average of City and Highway MPG values that is calculated by weighting the City 
value by 55% and the Highway value by 45% (source: https://www.epa.gov/fueleconomy/text-version-gasoline-label). 

https://www.epa.gov/fueleconomy/text-version-gasoline-label
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Message exchanged for odometer-based methods:  

 

Message exchanged for plug-in device methods: 

 

 

Mileage Meter and Data Collection components may have different configurations: 

► The Mileage Meter and the Data Collection components may both be housed in one physical 

device, or the Mileage Meter may be housed in a device with the Data Collection component 

located at an external location. 

► The Data Collection component is not required to reside in the vehicle. Vendors have the option 

of physically locating the Data Collection component directly into the Mileage Meter and sending 

the mileage message to Account Management directly from the vehicle, or implementing the 

Data Collection component centrally, sending the mileage message (and odometer message) to 

Account Management from the central system, and communicating between the Mileage Meter 

in the vehicle and the central Data Collection component for collection of vehicle data. 

The Mileage Reporting subsystem performs the following main activities. 

► For Plug-in Device methods:  

 Accumulate miles and fuel consumption by day (completed by the Mileage Meter 

component): detect and record/store miles traveled and fuel usage by day, and in the case 

of Mileage Meters with location technology, by Rule ID/SubRule ID (c.f. Table 1).  

 Compile and transmit miles driven and (when available) fuel consumption to Account 

Management subsystem (completed by the data collection component) through mileage 

messages: mileage messages shall be created as specified in ICD and transmit to the 

Account Management subsystem. 

► For the Odometer Charge: 

 Collect and store mileage data, i.e. odometer readings reported. Miles driven are not 

differentiated by location, which means that all miles are chargeable, and therefore miles are 

only reported in the undifferentiated Rule ID (c.f. Table 1). 

Mileage Reporting Subsystem

Account Management SubsystemMileage Meter Data Collection

Odometer Message

Odometer Message Response
Mverity capture Mverity check

Odometer

photo
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 Compile and transmit miles driven to Account Management subsystem (completed by the 

data processing component) through odometer messages: odometer messages shall be 

created as specified in ICD and transmitted to the Account Management subsystem. 

 Vehcon’s MVerity system shall be used to implement the Odometer Charge. The Service 

Provider will integrate with MVerity either by incorporating its software into its own app that 

end users can use to capture their odometer image, or by using the MVerity On Demand 

system, by which end users receive a text message with a link to a web page on which they 

can capture their odometer image. This is explained in the RFP document and details of 

integration are provided in Exhibit F. 

4.4. Subsystem Requirements  

4.4.1. Subsystem Security 

Electronic security measures are vital to the success of the road usage charge system. A major part 

of electronic security is the Mileage Meter’s resistance to fraud and tampering. It is desirable that 

the Mileage Meter be encased in a physical enclosure that resists tampering with the components 

of the device. As specified below, the Mileage Meter shall be installed in the vehicle in a manner 

that resists tampering with the device or deliberately altering the accumulation of mileage data. The 

Mileage Meter shall monitor its functions and accumulated data, detect any anomalies that are 

indicative of possible tampering or attempted fraudulent alteration of monitored data, and record 

such events in the performance logs. 

If the Mileage Meter has multiple sources of data, it shall verify that the data sources correspond. 

For example, if a Mileage Meter has both vehicle data information including vehicle speed from the 

vehicle data port, and location information, it shall ensure that the speed information from the data 

port is within a reasonable tolerance of the speed derived from the location data. If data sources do 

not correspond, the Mileage Meter shall set the appropriate health code(s). 

The Mileage Meter shall support measures to authenticate location data when the device is running 

on third-party software, such as when the Mileage Meter interfaces with a smartphone. Examples 

include comparing data derived from that device with data from the vehicle, checking for known 

fraudulent location data programs running on the device, checking for simple unusual location 

behavior (all location data being identical or within a very small confined region), and comparing the 

location of the receiver communicating with the device (such as a cell tower) with the location data 

produced by the device. If the location data cannot be authenticated, then the miles are 

undifferentiated and the Mileage shall report degraded location data with the appropriate health 

code. 

4.4.2. Mileage usage differentiation (Rule ID and SubRule ID) 

Location-sensing Mileage Meters use RuleID and SubRule ID location codes to differentiate miles 

driven on chargeable roads (public) and miles driven on non-chargeable roads (private or off-

roads):  
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► RuleID is the code for the location (area) where the mileage is driven. All RuleID’s refer to entire 

states, except 00, which refers to mileage driven for which there is no location data (state 

cannot be determined), and the RuleIDs for Canada and Mexico that each refer to the entire 

country for the HiRUC Demonstration. The Rule IDs for the state of Hawaii vary by county, as 

specified in Table 1 (there is no statewide RuleID for Hawaii). Note the other Rule IDs are 

applicable when an enrolled participant vehicle is driven out of state (e.g. scenario where a 

vehicle is used outside of Hawaii during summer vacation).  

► In case of a Mileage Meter with location technology, which uses map technologies to identify the 

roads subject to the RUC for miles driven (generally publicly maintained roads within the state of 

Hawaii), the map technology shall have the capability to differentiate miles driven on public 

roads and off-road or and private roads. 

Table 1: Rule IDs 

STATE RULE ID 

No location data or Undifferentiated 00 

Alabama 01 

Alaska 02 

Arizona 04 

Arkansas 05 

California 06 

Colorado 08 

Connecticut 09 

Delaware 10 

District of Columbia 11 

Florida 12 

Georgia 13 

Hawaii – Hawaii County* 15001 

Hawaii – Honolulu County*  15003 

Hawaii – Kauai County* 15007 

Hawaii – Maui County*  15009 

Idaho 16 

Illinois 17 

Indiana 18 

Iowa 19 

Kansas 20 

Kentucky 21 

Louisiana 22 

Maine 23 
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STATE RULE ID 

Maryland 24 

Massachusetts 25 

Michigan 26 

Minnesota 27 

Mississippi 28 

Missouri 29 

Montana 30 

Nebraska 31 

Nevada 32 

New Hampshire 33 

New Jersey 34 

New Mexico 35 

New York 36 

North Carolina 37 

North Dakota 38 

Ohio 39 

Oklahoma 40 

Oregon 41 

Pennsylvania 42 

Rhode Island 44 

South Carolina 45 

South Dakota 46 

Tennessee 47 

Texas 48 

Utah 49 

Vermont 50 

Virginia 51 

Washington 53 

West Virginia 54 

Wisconsin 55 

Mexico 301 

Canada 300 

International Miles 302 

Canada - Alberta 303 

Canada - British Columbia 304 
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STATE RULE ID 

Canada - New Brunswick 305 

Canada - Newfoundland and Labrador 306 

Canada - Nova Scotia 307 

Canada - Manitoba 308 

Canada - Ontario 309 

Canada - Quebec 310 

Canada - Prince Edward Island 311 

Canada - Saskatchewan 312 

Canada - Northwest Territories 313 

Canada - Nunavut 314 

Canada - Yukon 315 

 

For location-based Mileage Reporting Methods, record miles traveled in the actual county of travel. 

For non-location based methods, record all miles traveled in the county in which the vehicle is 

registered / owner-provided address. Do not use RuleID 15. 

Each of Hawaii’s four main counties (Hawaii, Honolulu, Kauai, and Maui) assesses a gas tax at a 

distinct rate.3 These specification documents presume that at least one, if not all, of Hawaii’s 

counties will participate in the demonstration by illustrating a county RUC rate separately from the 

state RUC rate, for miles driven in that county. In that case, the rate to be charged to Participants 

using the location-based plug-in device, or other Participants whose vehicles are registered in that 

county, will be the sum of the state and county rate, and this will be reflected on Road Usage 

Reports. Otherwise, only the state rate applies. 

Hawaii’s counties are distinct islands. Movement of vehicles between islands is rare, but plug-in 

devices with location should note such movements, if they occur, by assessing charges as a sum of 

the state rate and the rate for the county in which miles are driven. County of travel will be recorded 

with special codes, known as RuleIDs in the SRS and ICD, for the four major Hawaii counties—

Hawaii will have four RuleIDs, while all other states will only have one RuleID per state. Non-

location mileage reporting methods shall simply assume that the vehicle remains in the county of its 

registered address.  

All four counties will participate with distinct gas tax and RUC rates for pilot purposes. 

► SubRule ID distinguishes between chargeable (public on-road) and non-chargeable miles driven 

within a given Rule ID. SubRule ID has the following values for the HiRUC Demonstration: 

1. 1 = all public on-road (chargeable) miles in given RuleID 

 

3 Hawaii has five counties, but the fifth, Kalawao, has roads provided by Maui. 
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2. 2 = all non-chargeable miles in given RuleID.  

3. Note that Rule ID 00 with SubRule ID 2 includes all miles traveled that are known to be not 

chargeable but for whatever reason cannot be otherwise differentiated. 

4.5. Mileage Reporting Subsystem specifications  

The requirements presented below are organized according to the functional architecture of the 

Mileage Reporting subsystem. Each requirement is classified according to three levels: subsystem 

component, functional group, and function as described in Figure 1. 

4.5.1. Subsystem Functional Groups 

Figure 6 shows the breakdown of these activities into functions. The requirements underlying those 

functions are described in detail in the following section.   

Figure 6: Functions Supported by the Mileage Reporting Subsystem 

 

 

The Mileage Reporting subsystem supports the following functional groups, which is detailed in 

section 4.5.2 below: 

► Measure road and fuel usage, identify location (for plug-in device Mileage Reporting 

Methods): Monitor vehicle systems to accurately measure the miles driven each day, and in 

cases where possible, accurately measure the fuel consumed, and with location-sensing 

methods, identify location. Monitor Mileage Meter health data of the mileage reporting device for 

determination of measurement reliability. Record accumulated mileage and fuel usage of the 

vehicle; 

► Record road usage (for odometer-based methods): Collect odometer readings reported during 

the reporting period.  

► Reconcile usage to mileage and zones: For Mileage Meters with location technology, allocate 

the miles driven each day by the miles driven on RUC-chargeable roads by jurisdiction (public) 

and by non-chargeable roads (private and off-road). 

► Report mileage and (when available) fuel consumption: Periodically send mileage data to 

the Account Management subsystem in mileage messages or odometer messages conforming 

Data Collection Mileage Meter
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to the format specified in the Interface Control Document (ICD), and confirm the accurate 

delivery and receipt of data. 

► Ensure compliance with design requirements: Operate with high availability, with built-in 

diagnostic components, automated error recovery from soft failures, auto-reset from hard 

failures, and a high mean time between failures (MTBF) as specified in these specifications. 

Monitor the health and performance of the subsystem and report health status (including errors 

and events) to the Account Management subsystem, and report any available diagnostics of 

operational conditions (system health codes). 

4.5.2. Detailed Functional Requirements 

4.5.2.1. Subsystem: Mileage Reporting, Component: Mileage Meter 

The Mileage Meter component detects and records miles and (when available) fuel usage, and 

transmits the accumulated data to the Data Collection component. Functional group 1 describe the 

functional requirements associated with these activities, and functional group 2 describe 

requirements pertaining to compliance with the design requirements.     

► Functional Group 1 – Measure road and fuel usage, and identify location  

 Function 1a: Record accumulated mileage traveled per day (mileage) 

• MM.RMT.1      The Mileage Meter shall interface with the vehicle in which it is installed to 

monitor and automatically start collecting miles traveled by the vehicle. The Mileage 

Meter shall provide clear indications to the driver that it is correctly installed and 

recording mileage.   

• MM.RMT.2      The Mileage Meter shall record accumulated miles traveled by day. Miles 

traveled values shall be recorded to the number of decimal places that reflect the 

maximum level of precision of the Mileage Meter (at least hundredths of a mile). 

Rounding of distance traveled values shall only occur when values are displayed to 

participants (on RURs, and in web portals and mobile apps).  

• MM.RMT.3      The Mileage Meter shall not delete any data sent to Data Collection for 

computing accumulated mileage until the data is stored by Data Collection. 

• MM.RMT.4      The Mileage Meter shall report the miles traveled to Data Collection in 

such a manner that Data Collection can determine the day (see definition of a day in 

DC.DTC.2) on which the miles were driven. Miles traveled values shall be recorded to 

the number of decimal places that reflect the maximum level of precision of the Mileage 

Meter (at least hundredths of a mile). Rounding of distance traveled values shall only 

occur when values are displayed to participants (on RURs, and in web portals and 

mobile apps). 

• MM.RMT.5      The Mileage Meter without location technology shall not contain any 

hardware designed primarily to determine location, even if such hardware is disabled by 

software. 
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• MM.RMT.6      The Mileage Meter with location technology shall either contain hardware 

to determine location or interface with external user- provided wireless devices that 

contain hardware to determine location. 

• MM.RMT.7      When the Mileage Meter with location technology can determine the 

location of the vehicle, it shall record the mileage traveled in the Rule ID and SubRule ID 

in which the vehicle is traveling. When the Mileage Meter with location technology 

cannot determine the location of the vehicle or when a non-location sensing Mileage 

Meter is used, it shall record mileage traveled in the Rule ID for undifferentiated miles. 

• MM.RMT.8      If a Mileage Meter is capable of either using or not using location 

information, it shall provide an indication to the driver of which mode it is operating in at 

any time. 

• MM.RMT.9      The Mileage Meter shall calculate miles traveled per day to within +/-5% 

of the actual value. 

• MM.RMT.10    The Mileage Meter shall not impede on the use of other Mileage Meter 

functionalities such as calling, texting, data usage (in the case of phone applications), 

and shall protect data already present on the Mileage Meter. 

 Function 1b: Vehicle location differentiation to defined accuracy (location) 

► Scope: This function only applies to all Mileage Meters with location technology 

• MM.VLD.1      The map technology used by the Mileage Meter with location technology, 

which identifies the roads subject to the Road Usage Charge for miles driven, which 

area all publicly-maintained roads within the state of Hawaii. Mileage Meters shall be 

able to determine the location of the vehicle to within 50 feet to be able to determine 

whether the vehicle is traveling off of roads that will be assessed a vehicle Road Usage 

Charge, i.e., any travel 50 feet or more away from a public road shall be considered non-

chargeable. 

• MM.VLD.2      If the mapping functionality is located in the Mileage Meter, the Mileage 

Meter shall provide a means for updating map definitions and data points, as well as the 

definitions of the Rule ID / SubRule ID when changes are warranted based on business 

rule definitions. 

• MM.VLD.3      If needed for location mileage measurement, vendors shall utilize one of 

the commercially available mapping services and propose it to the HiRUC Administration 

for approval to differentiate chargeable and non-chargeable miles. The map technology 

shall have the capability to differentiate miles driven on public roads and off-road or 

private roads. 

• MM.VLD. 4 Roads subject to the Road Usage Charge for miles driven, which area all 

publicly-maintained roads within the state of Hawaii. Public roads shall be considered 

chargeable (thus reported in SubruleID 1, as specified in the ICD). Private road and off-

road shall be considered non-chargeable (thus reported in SubruleID 2, as specified in 

the ICD). 
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 Function 1c: Measure fuel usage (fuel consumption). 

Scope: This function only applies to OBDII Mileage Meters.  

• MM.CFU.1      In vehicles that use liquid fuel, if the vehicle interface used by the Mileage 

Meter allows monitoring of or an estimate of fuel usage (based on parameters such as 

MAF or MAP sensor data), the Mileage Meter shall record the accumulated fuel used by 

the vehicle by day. Fuel consumption values shall be recorded to the number of decimal 

places that reflect the maximum level of precision of the Mileage Meter (at least 

hundredths of a mile). Rounding of fuel consumption values shall only occur when 

values are displayed to participants (on RURs, and in web portals and mobile apps). 

• MM.CFU.2      When the location-sensing Mileage Meter can determine the location of 

the vehicle and the Mileage Meter allows monitoring of or an estimate of fuel usage, it 

shall record the fuel usage in the Rule ID in which the vehicle is traveling. When the 

Mileage Meter cannot determine the location of the vehicle, it shall record fuel usage in 

the Rule ID for undifferentiated miles.  

• MM.CFU.3      If the Mileage Meter determines that the data used to determine fuel 

usage is not reliable, it shall report no fuel data available. 

• MM.CFU.4      If data to calculate estimates of fuel consumption is available, the Mileage 

Meter shall calculate estimates of daily fuel consumption within ±5% of the actual value. 

Fuel consumption values shall be recorded to the number of decimal places that reflect 

the maximum level of precision of the Mileage Meter (at least hundredths of a mile). 

Rounding of fuel consumption values shall only occur when values are displayed to 

participants (on RURs, and in web portals and mobile apps). 

• MM.CFU.5      OBDII Mileage Meters shall be able to read data required by the latest 

OBDII regulations regarding fuel usage4. 

 Function 1d: Maintain an indication of service/performance quality (health data) Description 

(log errors)  

► Scope: This function applies to all Mileage Meters, but not all Mileage Meters will support all 

diagnostic functions.  

• MM.RSP.1.1-18        The Mileage Meter shall maintain a log of the following errors and 

events detected by the built-in diagnostics. Not all Mileage Meters may support all error. 

For example, disconnects and reconnects to the vehicle may only be detectible by OBDII 

Mileage Meters. Note that it is vital that all Mileage Meters with a physical connection to 

the vehicle accurately diagnose case 16—vehicle failure preventing accurate reporting 

Mileage Meter. The Mileage Meter shall support all errors and events that are detectible 

by its type of Mileage Meter: 

1. Low Voltage 

 

4 Starting in model year 2019 with 30% of new vehicles, and completing in 2021 with 100% of new vehicles, fuel usage 
data will be added directly to OBDII data. 
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2. Anomalies in monitored vehicle functions and parameters which could compromise 

the collection and reporting of VMT data (e.g., MIL on - Check Engine light) 

3. Storage full 

4. Disconnects (any disconnect from vehicle - device removed from vehicle or switched 

off, including lost power - also including time of disconnect and data on miles while 

disconnected if available) 

5. Connected to new vehicle (VIN different from previous installation) 

6. Reconnected to existing vehicle 

7. Vehicle interface communications failure 

8. Location data degraded [Mileage Meter with location technology only] 

9. Incorrect date/time (conflict between date/time from vehicle interface and from 

wireless communications) 

10. Software resets 

11. Software updates 

12. Degraded mileage data 

13. Missed mileage 

14. Inconsistent mileage data (between multiple raw data sources) 

15. Service Provider Mobile App failure (other than faults indicated above in 8-14) 

16. Vehicle Failure preventing accurate recording of mileage data  

17. Native Automaker Telematics interface failure (other than faults indicated above) 

18. Vendor-specific 

• MM.RSP.2      The Mileage Meter shall not delete any error or performance log entries 

until values are stored by Data Collection. 

 Function 1e: Transmit accumulated mileage traveled, fuel usage data (optional), and health 

data to Data Collection 

► Scope: This function applies to Plug-in Device Mileage Meters  

• MM.AMT.1      The Mileage Meter shall send the accumulated miles traveled, or data 

sufficient for the computation of accumulated miles traveled per day to the Data 

Collection component; or the Data Collection shall pull such data from the Mileage Meter 

for Native Automaker Telematics. 

• MM.AMT.2      The Mileage Meter shall send error and event log data to the Data 

Collection component for reporting and storage. 

• MM.AMT.3      The Mileage Meter shall send the accumulated fuel usage data, if 

computed, to the Data Collection component. 
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• MM.AMT.4      If the Mileage Meter detects it is installed in a new vehicle as identified by 

a new VIN and/or change in other data reported through the vehicle interface, the 

Mileage Meter shall send all unreported accumulated miles for the previous vehicle to 

the Data Collection component for completed days immediately (or as soon as possible 

if communications is not available) separately from the miles reported from the new 

vehicle. The Mileage Meter shall immediately (or as soon as possible if communications 

is not available) report to Data Collection that the Mileage Meter has been installed in a 

new vehicle including the VIN, if available. 

• MM.AMT.5      The Mileage Meter shall either contain the data collection component, or 

shall contain communications hardware capable of direct communications with a data 

collection component (requiring no external communications devices). 

• MM.AMT.6       For Mileage Meters that send (push) data to the data collector, the 

Mileage Meter shall transmit data no less frequently than once per month. For Mileage 

Meters that send (push) data to the data collector and that have access to constant 

power and connectivity, the Mileage Meters shall transmit data no less frequently than 

once per week, subject to power and network connectivity.  

• MM.AMT.7      The Mileage Meter shall accept an acknowledgement message from the 

Account Management subsystem that includes the message ID of the message 

received. 

• MM.AMT.8      The Plug-in device Mileage Meter shall communicate with Data Collection 

component (either transmit reportable miles to data collection or provide notification of 

operations, a heartbeat), covering at least 99% of days that the Mileage Meter is 

operating and has communications. 

► Functional Group 2: Ensure compliance with design requirements 

 Function 2a: Resist fraud and tampering 

► Scope: This function applies to all Mileage Meters. 

• MM.RFT.1       If the Mileage Meter includes hardware in the vehicle, the Mileage Meter 

shall be encased in a physical enclosure that resists opening and provides a means to 

visually verify unauthorized opening of the enclosure. 

• MM.RFT.2       The Mileage Meter shall provide a means to detect unauthorized 

firmware changes. 

• MM.RFT.3       The Mileage Meter shall verify consistency of all data sources available to 

detect any anomalies that are indicative of possible tampering or attempted fraudulent 

alteration of monitored data, and record such events in the performance logs. 

• MM.RFT.4       The Mileage Meter shall be attached to the vehicle. It shall provide the 

capability to detect when it has been removed or power has been lost to the device. 

• MM.RFT.5       When a Mileage Meter with an interface to the OBDII port has been 

reinstalled or the power has been restored, the Mileage Meter shall be capable of 
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determining if it has been installed into a new vehicle or remains in the original vehicle, 

so long as at least one vehicle reports VIN.  

• MM.RFT.6       The Mileage Meter shall contain a record of the hardware and software 

version that is currently installed. Changes to the Mileage Meter hardware or software 

shall be reflected in the version number fields of the mileage message. 

• MM.RFT.7       The Mileage Meter shall have the capability to detect and record when 

software resets of the Mileage Meter are carried out. 

• MM.RFT.8      If a Mileage Meter with location technology employs a connection to a 

third-party device for obtaining location data, it shall support measures to authenticate 

the location data from that device. 

• MM.RFT.9      If the Mileage Meter does not provide a secure means by which it can 

detect when it has been disconnected from a vehicle, then it shall provide a means of 

determining miles driven when the device is not in the vehicle or not powered on.  

• MM.RFT.10 Mileage Meters shall be secure (hack resistant and read-only to the vehicle, 

ie incapable of sending data to the vehicle). Data stored on Mileage Meters shall be 

destroyed on the Mileage Meter upon receipt of confirmation of successful transmission 

and storage from remote system (data collection subsystem or account management 

subsystem, as applicable). 

 Function 2b: Have sturdy physical structure and be installable safely in vehicle 

► Scope: This function only applies to OBDII Mileage Meters.  

• MM.SSS.1      The Mileage Meter shall be encased in a sturdy physical enclosure and 

be designed to mount securely to prevent disruption of normal operations, even under 

severe operating conditions of the vehicle. 

• MM.SSS.2      The Mileage Meter shall be mounted in the vehicle in a manner that does 

not compromise the operation of any other systems of the vehicle or prevent 

maintenance of any other system or component of the vehicle. 

• MM.SSS.3      The Mileage Meter shall be mounted in the vehicle in a manner that does 

not compromise the safety of the operator or passengers of the vehicle. 

• MM.SSS.4      The Mileage Meter shall be certified to comply with all relevant FCC 

regulations. A provisional certification by the FCC is acceptable for participation in the 

HiRUC Demonstration. 

 Function 2c: Maintain power management 

► Scope: This function only applies to OBDII Mileage Meters. 

• MM.MPM.1     The Mileage Meter shall retain all stored data and parameters even under 

periods of sustained disruption of power to the unit. 

• MM.MPM.2     The Mileage Meter shall not cause a vehicle battery in good condition to 

discharge over a period of 2 months when the vehicle is not in use. 
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• MM.MPM.3    The Mileage Meter shall have low battery usage (less than 10% of the 

battery), and shall not drain the Mileage Meter battery. 

 Function 9: Have high availability 

• MM.HAV.1      The Mileage Meter shall be designed to continue to operate even under 

the following operating conditions: 

 Voltage Range from 9.0 VDC to 18.0 VDC 

 Maximum Relative Humidity – non condensing of 90%  

 Temperature Range from -10ºC to +55ºC 

 The Mileage Meter shall be designed to tolerate a Temperature Range from -40ºC to 

+85ºC. 

• MM.HAV.2      The Mileage Meter shall have an estimated Mean Time Between Failures 

(MTBF) of no less than 5 years.  

4.5.2.2. Subsystem: Mileage Reporting, Component: Data Collection 

The Data Collection component receives odometer readings for the Odometer Charge Method, 

records transaction data, i.e. receives and compiles data sent by the Mileage Meter component for 

Plug-in Device Mileage Reporting Methods as described by functional group 3 requirements, 

reconciles usage data to mileage and zones - for Mileage Meters with location technology - as 

described by functional group 4 requirements, and reports mileage and fuel consumption by 

transmitting Mileage Messages to the Account Management subsystem (functional group 5 

requirements). Functional group 6 requirements address compliance with the design requirements.  

► Functional Group 3 – Record Transaction Data 

 Function 3a: Receive odometer readings  

► Scope: This function applies to the Odometer Charge Method 

• DC.RDO.1      The Data Collection component receives odometer readings and 

timestamps from odometer-based methods, verifies odometer readings and timestamps, 

and validates odometer readings (authenticity) are in the correct format, using the 

MVerity system. 

 Function 3b: Record measured data from Mileage Meter   

• DC.RDO.2      If the Data Collection component is implemented remotely from the 

Mileage Meter, the communications between the Mileage Meter and the Data Collection 

component shall be implemented to prevent any data loss, even after periods of 

disrupted communications. 

• DC.RDO.3      If the Data Collection component receives data from multiple vehicles, it 

shall maintain the data from each vehicle separately. 
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• DC.RDO.4      Data Collection shall receive data sent (pushed) from the Mileage Meter; 

or in case of a Native Automaker Telematics Mileage Meter, Data Collection shall 

retrieve (pull) data from the Mileage Meter. 

 Function 3c: Record measured data from Native Automaker Telematics interface 

• DC.RDO.5     The periodicity of data extraction from the Native Automaker Telematics 

interface will depend on cost of retrieving the mileage and (if available) fuel consumption 

data. If the cost is high, the periodicity of data transfer could be adjusted to monthly or 

quarterly. Proposers may offer multiple options of frequency, indicating which option is 

included in the base price, and which frequencies would cost more, to be included as an 

optional extra. 

► Functional Group 4: Reconcile usage to mileage and zones (RuleIDs) 

 Function 4a: Determine mileage traveled by road usage charge rate code using location 

data 

► Scope: This function applies to all Mileage Meters with location technology. 

 DC.DMT.1      The Data Collection component shall compute, for Mileage Meters with 

location technology enabled, the miles traveled by RuleID (the code for the rate chargeable 

by location) by day. For the Mileage Meter with no location information, all miles traveled 

shall be included in the RuleID for undifferentiated miles. For Mileage Meters with location 

technology, the undifferentiated miles shall include all mileage not reported in other RuleIDs. 

Miles traveled values shall be recorded to the number of decimal places that reflect the 

maximum level of precision of the Mileage Meter (at least hundredths of a mile). Rounding of 

miles traveled values shall only occur when values are displayed to participants (on RURs, 

and in web portals and mobile apps).. 

 DC.DMT.2      The Data Collection component shall compute, for Mileage Meters with 

location technology, the fuel usage by RuleID (the code for the rate chargeable by location) 

by day. When location technology is disabled or for the Mileage Meter with no location, all 

fuel usage shall be included in the RuleID for undifferentiated miles. Fuel consumption 

values shall be recorded to the number of decimal places that reflect the maximum level of 

precision of the Mileage Meter (at least hundredths of a mile). Rounding of fuel consumption 

values shall only occur when values are displayed to participants (on RURs, and in web 

portals and mobile apps). 

 DC.DMT.3      If the data from the Mileage Meter differentiates mileage traveled on non-

taxable (private) roads and/or off-road, then that mileage shall be included in the mileage 

message in the SubRule ID for non-taxable roads. 

 DC.DMT.4      The Data Collection component shall determine the Rule ID and SubRule ID 

based on location data from Mileage Meters with location technology using a Road Usage 

Charge Administration approved map. 

 DC.DMT.5      If the mapping functionality is located in the Data Collection component, the 

Data Collection component shall provide a means for updating map definitions and data 
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points, as well as the definitions of the Rule ID / SubRule ID zones when changes are 

warranted based on business rule definitions. 

► Functional Group 5: Report Mileage and Fuel Consumption  

 Function 5a: Date/Time Configurations  

• DC.DTC.1    The Data Collection component shall update its date/time clock in such a 

way that the date/time of the Mileage Meter and other vendor system components are in 

sync. Examples include using an external source (i.e. GPS) or syncing with the internal 

clock of the Account Management subsystem. 

• DC.DTC.2     For purposes of reporting miles traveled by day, a day shall be defined as 

12:00:00 am to 11:59:59 pm Hawaii Standard Time (HST). Daylight savings and 

standard time shall be accounted for, if applicable (Hawaii does not observe daylight 

savings, so this would only be for vehicles traveling outside Hawaii).  

 Function 5b: Formulate and send mileage messages to account management 

► Scope: This function applies to all Mileage Meters except the Native Automaker Telematics 

Mileage Meter. 

• DC.FSM.1      The mileage message shall be created from the accumulated data 

received from the Mileage Meter component. The odometer message shall be created 

from the odometer readings received from participant through the odometer app.  

Accumulated data received shall be recorded to the number of decimal places that 

reflect the maximum level of precision of the Mileage Meter (at least hundredths of a 

mile). Rounding of accumulated values shall only occur when values are displayed to 

participants (on RURs, and in web portals and mobile apps). 

• DC.FSM.2      The mileage message or odometer message shall conform to the 

message defined in the Mileage Reporting to Account Management Interface Control 

Document. 

• DC.FSM.3      The mileage message shall reflect all error and event conditions reported 

by the Mileage Meter during the period reported in the mileage message and shall be 

encoded as defined in the Mileage Reporting to Account Management Interface Control 

Document. 

• DC.FSM.4      The mileage message shall be transmitted to the Account Management 

subsystem after the configured time period.  

• DC.FSM.5     The Data Collection component shall ensure that there is no overlap in the 

dates between sequential reporting messages. 

• DC.FSM.6      If no data is received by the Data Collection component from the Mileage 

Meter during the configured time period, the Data Collection component shall send a 

mileage message with an error code for no Mileage Meter data received. 

• DC.FSM.7      The Data Collection component shall ensure that the Message ID is 

unique to each message acknowledged. Note: As specified in the ICD, in case of 

message send failure, messages can be resent with the same Message ID. 
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• DC.FSM.8      The Data Collection component shall accept an acknowledgement 

message from the Account Management subsystem that includes the Message ID of the 

message received. 

• DC.FSM.9      The Data Collection component shall include accumulated mileage data, 

and if available, accumulated fuel usage data, for all complete days since the last day 

reported in the most recently acknowledged mileage message. Accumulated data values 

shall be recorded to the number of decimal places that reflect the maximum level of 

precision of the Mileage Meter (at least hundredths of a mile). Rounding of accumulated 

values shall only occur when values are displayed to participants (on RURs, and in web 

portals and mobile apps). 

• DC.FSM.10     If the Data Collection component does not receive an acknowledgement 

message from the Account Management subsystem for a mileage message sent, all 

accumulated mileage and fuel usage date from that message shall be included in a 

subsequent mileage message, and no later than the next scheduled mileage message 

transmitted to the Account Management subsystem. 

• DC.FSM.11     If the Data Collection component is unable do to determine miles traveled 

by day, it shall record the miles traveled by a range of days/times, as specified in the 

ICD. 

• DC.FSM.12     If the Data Collection component is housed in a Mileage Meter, it shall 

contain hardware capable of transmitting the Mileage Message to the Account 

Management subsystem without an external device for communications 

• DC.FSM.13     The Data Collection component shall transmit the Mileage Message to 

the Account Management subsystem that is associated with the Mileage Meter ID 

number in the mileage message. 

• DC.FSM.14     If the Mileage Meter provides fuel usage data to the Data Collection 

component, the Data Collection component shall set the Fuel Use Method to the value 

indicating actual fuel use is calculated. 

• DC.FSM.15     If the Data Collection component receives mileage from multiple vehicles 

(VINs) from a given Mileage Meter, it shall send the data from each vehicle in separate 

mileage messages. 

• DC.FSM.16     If the Data Collection component receives notification that the Mileage 

Meter has been plugged into a new or different vehicle (including first installation), it shall 

include a new vehicle event indication in the next mileage message. 

• DC.FSM.17     If the Data Collection component is housed in the Mileage Meter, the 

Data Collection component shall transmit the mileage message to the Transactions 

Processor, covering at least 99% of days that the Mileage Meter is operating and has 

communications. 

 Function 5b: Formulate and send odometer messages to account management 

► Scope: This function applies to all Odometer-based methods 
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• DC.FSO.1      The odometer message shall be created from the odometer readings 

received from participant through the odometer app. 

• DC.FSO.2      The odometer message shall conform to the message defined in the 

Mileage Reporting to Account Management Interface Control Document. 

• DC.FSO.3      The Data Collection component shall ensure that the Message ID is 

unique to each message acknowledged. Note: As specified in the ICD, in case of 

message send failure, messages can be resent with the same Message ID. 

• DC.FSO.4      The Data Collection component shall accept an acknowledgement 

message from the Account Management subsystem that includes the Message ID of the 

message received. 

• DC.FSM.5     Odometer-based Mileage Meters shall transmit the odometer message, as 

specified in the Interface Control Document, instead of the mileage message. The 

Odometer Message shall be transmitted to the Account Management system 

immediately after the reading is verified and validated.  

• DC.FSO.6       If odometer readings are rejected due to invalid readings, this information 

shall be transmitted to the account management system. Each odometer message shall 

reflect error and event conditions (captured at a single point in time) and shall be 

encoded as defined in the Mileage Reporting to Account Management Interface Control 

Document. 

► Functional Group 6: Ensure compliance with design requirements 

 Function 6a: Have configurable parameters 

► Scope: This function applies to all Mileage Meters 

• DC.CPM.1      The Data Collection component shall provide a means to change 

configurable parameters without having to reprogram any in-vehicle components. 

• DC.CPM.2      Configurable parameters shall include at a minimum the time period for 

reporting data to the Account Management subsystem, the communications address of 

the Account Management subsystem, and the storage period. 

• DC.CPM.3      Data shall be reported to the Account Management subsystem at least 

once a month and shall be reported for each day in the month. The time period for 

reporting data is subject to change and is a configurable parameter.   

 Function 6b: Handle errors 

► Scope: This function applies to all Mileage Meters 

• DC.HER.1      The Data Collection component shall include built-in diagnostics to identify 

processing errors, identify the cause of the errors and recover to an operational state 

when possible. 

• DC.HER.2      The Data Collection component shall maintain a log of all errors detected 

by the built-in diagnostics. 
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• DC.HER.3      The Mileage Meter shall not delete any error or performance log entries 

until values are stored by Data Collection. 
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5. Account Management Subsystem Requirements 

5.1. Subsystem Context  

This section presents an overview of the Account Management subsystem. The Account 

Management subsystem consolidates and centralizes all the information on the participant during 

the course of the HiRUC Demonstration, from participant contact information, information on 

vehicles enrolled and Mileage Reporting Method selected, road usage information, to Road Usage 

Reports (RURs). This information is used for provision of account management services (online 

accounts) and customer services to participants, and reporting services to the HiRUC 

Administration.   

5.2. Subsystem Purpose 

The purpose of the Account Management subsystem is to manage all participant data, distribute 

RURs to participants and report data.  

The subsystem thus integrates odometer and mileage messages that comprise road usage 

information (odometer readings, mileage and fuel consumption information) of enrolled vehicles 

from the Mileage Reporting subsystem. It calculates, consolidates and transmits data for RUR 

generation. Note that for odometer-based methods, mileage driven is calculated based on 

odometer readings reported, and estimated fuel consumption is calculated based on EPA combined 

city/highway MPG rating. The subsystem then calculates and consolidates RUR data including 

estimated gas tax paid and potential road usage charge for enrolled participant vehicles. The 

subsystem transmits RUR data to the RURG subsystem which generates RURs that the subsystem 

retrieves and distributes to participants. Finally, it generates reports based on participant data for 

the HiRUC Administration.  

► In any potential future operational road charging system, the purpose of the subsystem would 

also include collecting funds from participants and remitting funds owed to the state. However, 

in the HiRUC Demonstration, no funds will be exchanged. The process ends with distribution of 

RURs to participants.  

5.3. Subsystem Overview 

The Account Management subsystem includes three components: 

► A Transactions Processor component, which is designed to receive mileage messages and 

odometer messages from the Mileage Reporting Subsystem, and perform reasonableness on 

mileage and fuel use data before processing the data into unique transactions comprising road 

usage charge and estimated gas tax information.  
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► A Participant Account Management component, which supports account management 

services. This component receives road usage transactions from the transaction processing 

component and links them to participant accounts. It also interfaces with the Datawarehouse 

subsystem to transmit RUR data and with the RURG subsystem to retrieve RURs for 

participants.  

► A RUC Reporting component, which is designed to generate account monitoring and road 

usage for the HiRUC Administration, and compliance monitoring reports. The reports comprise 

data to monitor participant accounts (overview of participant accounts, vehicles enrolled, and 

Mileage Reporting Methods used, and participant customer support statistics5), financial or road 

usage data (estimated gas tax and road usage charge data computed periodically by Mileage 

Reporting Method, vehicle propulsion type), and compliance data (Service Provider compliance 

with design requirements, reconciliation reports to check accuracy of road usage data)  

The block diagram in Figure 7 illustrates the components and the interfaces of the Account 

Management subsystem with HiRUC subsystems.   

Figure 7: Components and Interfaces of the Account Management Subsystem 

 

5.4. Subsystem Requirements  

5.4.1. Subsystem Security 

The Account Management subsystem is responsible for collecting and maintaining records for Road 

Usage Charge.  

The system requirements that cover security, backup and recovery shall also cover specific details 

for this subsystem. Additionally, the security of the Mileage message and Odometer message and 

the various messages from the Account Management subsystem to the RUC Accounting and 

Management Subsystem. 

 

5 These are specified in the customer service requirements document. 
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5.5. Account Management Subsystem Specifications  

5.5.1. Subsystem Functional Groups 

Figure 8 shows the breakdown of these activities into functions. The requirements underlying those 

functions are described in detail in the following section. 

Figure 8: Functions Supported by the Account Management System 

 

 

The Transaction Processing component supports two primary functions. 

► Process Messages: Collect mileage messages, odometer messages, error and event, and 

configuration/status messages from Mileage Reporting subsystem on a periodic basis; process 

mileage and fuel use data and perform reasonableness checks.  

► Generate Unique Transactions: Calculate road usage charge and estimated gas tax based on 

the mileage and (when available) fuel consumption data reported in the mileage message and 

odometer messages, and configured RUC rates and fuel tax rates, and consolidate this 

information in unique transactions. When the fuel consumption data is not available, the fuel 

consumption is based on the average EPA rating of the vehicle.   

The Participant Account Management component supports the following functions. 

► Account Management (throughout the course of the Part 2 of operations) 

 Register, update, close account: Creation and maintenance of participant information in a 

database including registration and update of participant contact details and vehicle(s). 

 Change Mileage Reporting Method: Support change of Mileage Reporting Method with 

which a vehicle is registered to another compatible Mileage Reporting Method.  

 Change of vehicles: Support change of participant vehicle to another eligible passenger 
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 Provide an online account (and optionally a downloadable app): Online service 

interface for participants to enroll, manage their accounts, and view their activity and RURs  

 Collect and link transactions to enrolled VINs: Receive transactional data from the 

Transaction Processor and link the transactions to participant vehicles. 

 Distribute RURs to online accounts: Retrieve RURs generated by the RURG subsystem on 

a periodic basis, and distribute RURs to participants by email/text/online account. 

► Remit RUR data 

 Transfer RUR data per VIN to the Master database subsystem on a periodic basis for RUR 

generation purposes. 

The Reporting component supports the following functions. 

► Transmit monitoring and compliance reports to the HiRUC Administration. Send periodic or on-

demand preformatted reports to the HiRUC Administration to report on participant and vehicle 

enrollment (including compliance), and mileage and revenue data.  

► Transmit customer service statistics reports to the HiRUC Administration. Send monthly 

preformatted reports on customer service metrics (call volumes and break down, key 

performance indicators), as defined in the Business Rules Section 2.4.6 (“The Service 

Provider’s Account Management system shall track all calls to customer service and report 

customer support statistics defined below to the HiRUC Administration").  

► Manage reporting frequency and exceptions. Configure reporting frequencies in the reporting 

system to allow maximum reporting flexibility to meet operational needs. Manage reporting 

errors and reissue reports when errors are identified.    

5.5.2. Detailed Functional Requirements 

5.5.2.1. Subsystem: Account Management, Component: Transaction Processor 

This component applies to all the Plug-in Device Mileage Reporting Methods  

► Functional Group 1 – Process Messages  

 Function 1a: Collect odometer/mileage message from data collection and send 

acknowledgement to data collection 

• TP.CMM.1      The Transactions Processor shall receive odometer/mileage messages 

on a 24x7 basis so that the Mileage Reporting subsystem can transmit at any time. 

• TP.CMM.2      The Transactions Processor shall acknowledge receipt of the 

odometer/mileage message as specified in the Mileage Reporting to Account 

Management Interface Control Document after storing the received data. 

• TP.CMM.3      The Transactions Processor shall receive mileage data from vehicles with 

OBDII devices even if the vehicle VIN differs from one originally assigned or 

programmed into the device. 
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• TP.CMM.4      The Transactions Processor shall perform reasonableness checks on all 

mileage data received from third party vendors (vendors other than the Service 

Provider). Reasonableness checks shall, at a minimum, include checking that the data is 

within reasonable bounds (typically 0-1500 miles/day). 

 Function 1b: Validate odometer message (reasonableness checks) 

• TP. VOM.1       The Participant Account Management component shall perform a 

consistency check (cross-reading) between successive odometer reports, in case self-

reported odometer readings are made incorrectly or odometer fraud occurs. When 

discrepancies are discovered (such data indicating negative odometer movement or 

positive odometer movement greater than 1500 miles per day), these records shall be 

flagged as specified in the ICD. The odometer reports can be used to potentially adjust 

the periodic road usage charge due and estimated gas tax paid. All transactions that 

cannot be linked back to a VIN shall be reported to the HiRUC Administration. 

 Function 1c: Validate mileage message for: Mileage Meter-VIN, total miles driven vs. road 

usage charge rate code, complete message, and accumulated miles are incrementing 

logically 

• TP.VMM.1      The transactions processor shall verify that the VIN number (if available) 

and the Mileage Meter ID number in the message correspond to the Mileage Meter ID 

number associated with the VIN as stored in the Account Management account. All 

transactions that cannot be linked back to a VIN or Mileage Meter ID shall be reported to 

the HiRUC Administration. 

• TP.VMM.2      Data validation shall occur in transactions processing. Data validation is 

comprised of: Mileage Meter-VIN validation; total miles driven vs. mileage driven in each 

RuleID; validate that message is complete; validate that accumulated miles are 

incrementing logically (monotonically nondecreasing). 

• TP.VMM.3      The Account Management subsystem shall perform the following 

reasonableness/sanity checks on the data in the mileage message: 

 Message IDs are increasing. 

 Check that VIN and Mileage Meter ID correspond to values in same account as 

stored by Account Management values in database. 

 Check that date/time is increasing and mileage is not decreasing. Check that the 

Rule ID is valid. 

 Checking that the mileage data is within reasonable bounds as defined in the 

business rules (typically 0-1500 miles/day). 

• TP.VMM.4      The Account Management subsystem shall record message errors and 

failures and send a message to the Data Collection system as specified in the ICD. 

 Function 1d: Handle Errors 

• TP.HER.1        The Transactions Processor shall have high availability (99.9% uptime).  
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• TP.HER.2       The Account Management subsystem shall log errors that are message 

associated with the Mileage/Odometer Message received. 

 Function 1e: Archive (store) all mileage data received, including incoming timestamp and 

road usage charge/estimated gas tax paid computed 

• TP.AMM.1      The Account Management subsystem shall archive (store) Mileage 

Messages and Odometer Messages, and pulls from the Native Automaker Telematics 

Mileage Meter. 

• TP.AMM.2      The Account Management subsystem shall maintain a sequential 

transaction log. 

• TP.AMM.3      The Account Management subsystem shall destroy the saved 

mileage/odometer messages, including location and daily metered use information, not 

later than 30 days after completion of RUR distribution, dispute resolution for a single 

reporting period or the conclusion of a noncompliance investigation, whichever is latest, 

unless otherwise agreed to by the participant. 

• TP.AMM.4      The contractor shall have a way to flag a VIN on an account to identify if 

there is an issue on the account that is being researched. By flagging this VIN, the 

account shall not purge the related mileage data until the flag is removed.  

• TP.AMM.5      If the participant has not expressly consented to the retention of location 

and daily metered use data, the contractor shall have a method to determine the 

appropriate participant data for purging (destruction) location and daily metered use 

information not later than 30 days after completion of RUR distribution, dispute 

resolution for a single reporting period or a non-compliance investigation, whichever is 

latest 

► Functional Group 2 – Generate Unique Transactions 

 Function 2a: Calculate/apply Road Usage Charge 

• TP.CAR.1       The Account Management subsystem shall calculate the RUC for the 

miles driven using the mileage rate specified. The Rate Table is included in the Business 

Rules. 

• TP.CAR.2       After the Mileage/Odometer Message is validated; the Account 

Management subsystem shall calculate the RUC and store it in a manner that it can be 

associated with the Mileage Message or relevant Odometer Message(s). 

• TP.CAR.3       The Account Management subsystem shall calculate the RUC for 

undifferentiated miles at the mileage rate for the RuleID for undifferentiated miles, as 

determined by the state in which the vehicle is registered. The Rate Table is included in 

the Business Rules. 

• TP.CAR.4      Transactions with high uncertainty levels due to inconsistent data or 

suspicion of fraud shall be flagged with the appropriate error codes to identify the nature 

of the issues with that data.   

 Function 2b: Compute estimated gas tax paid  
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• TP.FTC.1       If fuel usage data is not available in the Mileage/Odometer Message for a 

given vehicle, the Participant Account Management component shall provide the 

capability to generate the estimated gas tax paid based on number of miles traveled, 

using the EPA average fuel mileage based on vehicle parameters for the vehicle 

associated with the account and Mileage Meter. If available, the EPA combined city-

highway fuel economy shall be used. If the EPA combined city-highway fuel economy is 

not available, then the EPA highway fuel economy shall be used. If the EPA highway 

fuel economy is also not available, then any available EPA provided fuel economy shall 

be used. 

• TP.FTC.2       If the fuel consumption is reported in the Mileage/Odometer Message for a 

given vehicle (using measured or approved EPA methods), the Participant Account 

Management component shall calculate the estimated gas tax paid based on this value.  

• TP.FTC.3 The Transaction Processing component shall compute and record road 

usage charge (RUC) and estimated fuel tax to the maximum level of precision allowed 

by the Transaction Processor (at least hundredths of a mile). Rounding of RUC and 

estimated fuel tax paid values shall only occur when values are displayed to participants 

(on RURs, and in web portals and mobile apps).".  

 Function 2c: Create Unique Transaction 

• TP.CUT.1       The Account Management subsystem shall create one unique transaction 

record for each day’s mileage record received (or pulled from the Native Automaker 

Telematics interface), and that record shall be assigned a unique number. Similarly, one 

unique transaction record for each odometer message received shall be created, and 

that record shall be assigned a unique number. Transactions shall be created with 

sequential transaction numbers, and numbers for each transaction shall be assigned so 

as to support auditing that there are no gaps in the transaction record. 

• TP.CUT.2         The Transaction Processor component shall include the mileage and 

Road Usage Charge data in the transaction transmitted to the Participant Account 

Management component. 

• TP.CUT.3         The Transaction Processor shall include any fuel consumption and 

estimated gas tax paid (based on fuel usage) in the transaction transmitted to the 

Participant Account Management component. 

• TP.CUT.4         The Transaction Processor shall include any error and event information 

associated with the mileage and Road Usage Charge data in the transactions sent to the 

Participant Account Management component. 

• TP.CUT.5         The Transaction Processor shall include all day/timestamp information 

associated with the mileage and Road Usage Charge data in the transactions sent to the 

Participant Account Management component. 

5.5.2.2. Subsystem: Account Management, Component: Participant Account Management 

► Functional Group 3: Collect and Link RUC Transaction to enrolled VINs 
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 Function 3a: Receive Road Usage Charge information from transactions processor for 

vehicles with a Plug-in Device Mileage Meter. 

• RPAM.RRI.1       The Participant Account Management component shall receive 

transactions comprising mileage, road usage charge, fuel consumption, and estimated 

gas tax paid information from the Transactions Processor, and shall link these 

transactions to the VIN after verifying that the VIN is enrolled with a participant account. 

All transactions that cannot be linked back to a VIN shall be reported to the HiRUC 

Administration. 

• RPAM.RRI.2      The Participant Account Management component shall receive error 

and event information from the Transactions Processor, and shall link this information to 

the VIN after verifying that the VIN is enrolled with a participant account. All transactions 

that cannot be linked back to a VIN shall be reported to the HiRUC Administration.  

• RPAM.RRI.3       If the Participant Account Management component has no account for 

a VIN, the component shall create an exception and retain the data for a minimum of 60 

days, for processing if/when an account is created. This information shall be reported to 

HiRUC Administration with all unknown fields written as “Unknown”.  

• RPAM.RRI.4       The Participant Account Management component shall send reminder 

notices to each participant using the Plug-in Device Mileage Reporting Method to plug in 

the device (when a device is unplugged, and before it is plugged in) at one or more 

times or under circumstances specified by the HiRUC Administration. The reminder 

notice may be sent by e-mail, text message, and/or phone call. 

 Function 3b: Receive Data for odometer-based methods (Odometer Charge) 

• RPAM.RDO.1  The Participant Account Management component shall send 

notifications to each participant using odometer charges each time an image is due, at 

one or more times specified by the HiRUC Administration. The initial notifications and 

reminder notices are sent by e-mail, text message, and/or phone call or via the 

smartphone app (through the MVerity system6). The timing of odometer image capture 

reminders under various circumstances is included in the Business Rules 2.10.4 Timing 

and Frequency of Reminder Messages. 

• RPAM.RDO.2  The Participant Account Management component shall send 

acknowledgement messages to each participant using odometer charges each time an 

image is received and shall indicate the time needed to process and validate the 

odometer image. The acknowledgement messages are sent by e-mail, text message, 

and/or phone call or via the smartphone app.  

• RPAM.RDO.3  The Participant Account Management component shall send a 

confirmation message to each participant using odometer charges each time an image is 

validated and shall indicate that the odometer reading shall be used for the RUR. In case 

 

6 The Service Provider sends requests to the MVerity API. These are specified at a high level in the MVerity specification 
documents attached to the RFP. 
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the odometer image is rejected, the component shall send a rejection message, reason, 

with a request to submit another odometer image. The confirmation and rejection 

messages are sent by e-mail, text message, and/or phone call or via the smartphone 

app.  

• RPAM.RDO.4       The Participant Account Management component shall receive and 

store any odometer reports from the Transactions processor for all vehicles using 

odometer-based Mileage Reporting Methods. It shall link this information to the VIN after 

verifying that the VIN is enrolled with a participant account. It shall also (under 

exceptional circumstances such as failure of the odometer reading capture functionality 

of the mobile app) receive self-reported odometer readings via secure Internet 

connection (using HTTPS and certificate management), phone, or email. All transactions 

that cannot be linked back to a VIN shall be reported to the HiRUC Administration. 

• RPAM.RDO.5  The Participant Account Management component shall store all 

odometer reports for all vehicles using the odometer-based Mileage Reporting Methods. 

These reports include official (via the app), self-reported (e.g. in case of mobile app 

odometer capture failure), or rejected odometer reports. All odometer reports received 

for vehicles shall potentially be displayed in the participant’s account activity.  

► Functional Group 4: Register, Update, Close Account, and Change Mileage Reporting Method 

 Function 4a: Account setup, update account closeout by the participant 

• RPAM.ASC.1       Account setup in the Service Provider’s system shall include vehicle 

enrollment, and provision and activation of a Mileage Reporting Method along with 

precise installation and set-up instructions. Account update shall include all changes to 

the participant account from modification of participant contact details, to vehicle or 

mileage reporting change.  Account close-out shall include vehicle de-enrollment, 

issuance of a final RUR, instructions to return the mileage reporting device or uninstall 

mileage reporting apps. The Participant Account Management component shall allow 

account set-up, update and account close-out at any time during Demonstration Part 2.  

• RPAM.ASC.2       The account sign-up process shall be simple, non-technical and 

consist of minimal steps that are organized and consolidated logically so that the 

process is seamless for participants. The sign-up process shall be straightforward and 

include step-by-step mistake-proof processes that guide participants and minimize 

account creation errors.   

• RPAM.ASC.3       If account set-up involves the acquisition of a separate smartphone 

app or device, an integrated process for account sign-up and app or device set-up, with 

a single sign-up step shall be implemented. The sign-on credentials for the app shall be 

generated automatically at the time that the account sign-in credentials are created, and 

the username/password for the account and app shall be the same. The Service 

Provider shall provide no more than one app per Mileage Reporting Method (although a 

different app may be provided to users of OBDII Mileage Meters, users of the Odometer 

Charge, and users of Native Automaker Telematics).  
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• RPAM.ASC.4       The sign-up process shall be streamlined so that the participant 

receives a minimal number of emails and notifications before and during account set-up. 

The HiRUC Administration shall have access to test the full sign-up process on the live 

system through their observation accounts. Approval of the sign-up process and 

communication flow is required prior to deployment.  

• RPAM.ASC.5       The Participant Account Management component shall conduct a 

compatibility check for each newly enrolled vehicle to identify and only offer compatible 

Mileage Reporting Methods during the sign-up process. Participants shall be referred to 

the Service Provider’s customer service for further guidance, if needed. The Service 

Provider shall report exception cases to the HiRUC Administration to determine 

enrollment on a case-by-case basis.  

• RPAM.ASC.6       The Participant Account Management component shall send a 

confirmation message to the participant with the account status and Mileage Reporting 

Method status at the end of the sign-up process, and indicate the next steps in the 

process for the participant to be fully set up to report road usage through their Mileage 

Reporting Method.  

• RPAM.ASC.7       For accounts with an Plug-in Device Mileage Reporting Method, the 

Participant Account Management component shall validate that the Mileage Meter ID is 

the correct Mileage Meter ID for the VIN in each mileage message. If a Mileage Meter 

ID-VIN mismatch is discovered in a mileage message, the Participant Account 

Management component shall log and report the issue as described in the ICD. 

However, being plugged into a different vehicle shall not cause the loss of mileage data 

or any other change in functionality for the account. 

• RPAM.ASC.8       The Participant Account Management shall record and decode VIN for 

every enrolled vehicle. Stored values decoded from VIN shall include vehicle 

make/model/year, vehicle type (car, truck, van), and propulsion type (gasoline, diesel, 

hybrid, PHEV, EV) and EPA estimated fuel consumption values. 

• RPAM.ASC.9       The Participant Account Management component shall request the 

reason for account closeout from the participant before allowing closeout, except at the 

end of Part 2. The Account Management system shall include this information in the VIN 

list as specified in the ICD. 

• RPAM.ASC.10       The Participant Account Management component shall support 

accounts that contain multiple vehicles, each with a unique and configurable Mileage 

Reporting Method. The HiRUC Administration will specify the maximum number of 

vehicles that each account shall be able to support in the Business Rules. See Business 

Rules 2.3.2 Vehicle Enrollment. 

• RPAM.ASC.11       The Participant Account Management component shall ensure that 

each VIN enrolled is associated with one and only one valid Mileage Reporting Method 

for any given period, defined by the start and end period date. When several Mileage 

Reporting Methods are associated with a VIN, the system shall ensure that the Mileage 

Reporting Methods do not have overlapping validity periods.  
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• RPAM.ASC.12  The Participant Account Management component shall validate all 

VINs provided by participants by using a connection to commercially available software 

to ensure that only VINs that can be decoded into vehicle make/model/year are 

automatically included in the database. VINs that do not decode should be handled 

manually, not rejected outright. The decoded VIN information is used to determine which 

Mileage Reporting Methods to offer for the enrolled during account sign-up or update. 

• RPAM.ASC.13  The Participant Account Management component shall support 

account closure for participant accounts that do not actively report mileage. Drops (or 

forced account closures) shall be performed only after receiving the approval of the 

HiRUC Administration. Forced account closures shall be identifiable in the system.  

• RPAM.ASC.13  The Participant Account Management component shall support 

change of Mileage Reporting Method for a given vehicle. All such changes shall occur at 

the end of the mileage reporting period for the current method. Changes may occur in a 

manual way—there need be no automated web interface, supporting changes. Changes 

may require actions by the participant prior to the end of the current reporting period, for 

example, a participant switching to an OBDII Mileage Meter may be required to plug in 

the device and then take a picture of the odometer shortly before the end of the reporting 

period. Further details of the change Mileage Reporting Method shall be validated with 

the HiRUC Administration. 

• RPAM.ASC.14  The Participant Account Management component shall support bulk 

account closure at the end of the Part 2 Demonstration. All accounts shall be closed on 

a date agreed with the HiRUC Administration. Final RURs should be viewable for a 

period after the conclusion of Demonstration Data collection as agreed with the HiRUC 

Administration. 

• RPAM.ASC.15  The Participant Account Management component shall support fleet 

accounts, in which several vehicles can be managed from a single account with a single 

name and contact information. 7 The number of vehicles on a fleet account is specified in 

the business rules (Business Rules 2.3.2 Vehicle Enrollment). The Participant Account 

Management component shall support bulk vehicle data upload to a fleet account from a 

spreadsheet with all required information, though his may be accomplished manually by 

a customer service representative entering the information. 

• RPAM.ASC.16 The Participant Account Management component shall support 

observation accounts. Observation accounts shall be used by the HiRUC Administration 

to experience all Participant usage scenarios on the production database at an earlier 

time than (several days before) regular participants would experience them in order to 

ensure optimal participant experience. Such usage scenarios include account creation, 

usage/driving data collection, RUR issuance, closeout. The Participant Account 

Management component shall support Participant usage scenarios being run separately 

for regular accounts and observation accounts. 

 

7 Vendors should specify limitations on fleet account support in Proposals. 
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• RPAM.ASC.17 The Participant Account Management component shall transmit 

information on the participant account creation, update and closure immediately after 

these events occur (in near-real-time) to the Datawarehouse via an API as detailed in 

the ICD (the Account and VIN update message. This will allow near-real-time 

coordination between Part 1 and Part 2 Demonstration operations, to ensure that Part 1 

Driving Reports are not issued for vehicles enrolled in the Part 2 Demonstration. (Note 

that vehicles for which a Part 1 Driving Report has already been issued are eligible to 

enroll in Part 2.) 

• RPAM.ASC.18 The Participant Account Management component shall be able to 

gracefully handle diacritical marks if entered by the user.  Diacritical markings are 

symbols (the ‘okina and kahako) that are part of the Hawaiian alphabet, and included on 

the keyboards and input devices of many Hawaii residents. Preferably, the Participant 

Account Management component can store diacriticals as entered by the user. If the 

system cannot store the Hawaiian diacriticals, it shall include a message stating that on 

the input screen and it shall return a specific error message requesting the Participant to 

remove the diacriticals. It shall not:  

 substitute any non-diacritical symbols 

 produce a generic error message (i.e., one that does not reference the need to 

remove diacriticals)  

 or result in any system errors due to entry of diacriticals. 

 Function 4b: Administration of participant attributes (contact details, vehicle/Mileage Meter 

information, history of RURs) 

• RPAM.ARA.1       The Participant Account Management component shall support 

maintenance (updating and deleting) of participant account information, including VINs 

(for one or more vehicles) and associated participant information.  

• RPAM.ARA.2       The participant information maintained by Participant Account 

Management shall include, at a minimum, all information provided on the participant 

application during enrollment. 

• RPAM.ARA.3       For each vehicle associated with a participant account, the following 

information, at a minimum, shall be stored in the database:  

 For each vehicle in each account: 

1) Vehicle Identification Number (VIN) 

2) Current Mileage Reporting Method  

3) Adjustments to account (road usage charge and estimated gas tax). Note that 

adjustments will result in re-issued RURs. 

4) License Plate Number 

 For each vehicle in each account with a plug-in device Mileage Reporting Method: 

1) Meter ID  
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2) Mileage Meter model / hardware version number 

3) Mileage Meter firmware version number 

4) RuleID (“Zone”) map version number 

5) All configurable Mileage Meter parameters  

6) Road usage charge  

7) All Mileage Messages, up to data retention limit  

8) All Configuration/Status messages 

 For accounts on an Odometer Charge: 

1) All official and self-reported odometer readings, including the dates of odometer 

information capture 

• RPAM.ARA.4       The Participant Account Management component shall provide a 

secure online service interface for participants to check the status of their account, view 

account and RUR history, and update their account details. The online account interface 

provided by the Service Provider shall reflect the HiRUC brand and graphic styles 

(graphic charter) – if the Service Provider has an existing online interface, it shall be 

reskinned to follow the HiRUC graphic charter.  

• RPAM.ARA.5       The Participant Account Management component shall maintain a 

record of all participant account information, and Odometer/Mileage/Configuration 

messages. The information shall be displayed on the online account and smartphone 

app to allow participants to easily identify transactions recorded for each vehicle during 

the different reporting periods.  

• RPAM.ARA.6       The Participant Account Management component shall log each 

change to Account information, with identification of the person or system process 

making the change, the reason for the change, and previous values of all fields changed. 

• RPAM.ARA.7       The Participant Account Management component online service shall 

be able to handle simultaneous internet access attempts from a load of 150% of the 

number of participants signed in with the Service Provider. 

• RPAM.ARA.8       The Participant Account Management component shall have the 

ability to add text-based comments to the account, for the helpdesk agents to enter 

comments as necessary. 

• RPAM.ARA.9       The Participant Account Management component shall retain all data 

on previous road usage charge Mileage Reporting Methods. Only data for which 

destruction is required (daily mileage data) shall be destroyed as specified in 

SYS.SSD.20. 

• RPAM.ARA.10       The Participant Account Management component shall retain the 

date of any change of Mileage Reporting Method. 
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• RPAM.ARA.11       The Participant Account Management component shall retain an 

accurate count of enrolled and compliant vehicles and enrolled account holders each 

day (accurate within a 24-hour period). Compliant vehicles are defined in the Business 

Rules (2.10.5 Compliant vehicles).  

► Compliance shall be reported as described below. 

• RPAM.ARA.12       The Participant Account Management component shall send 

messages to account holders of noncompliant vehicles reminding them which steps 

need to be taken to start actively reporting mileage. For all Mileage Reporting Methods, 

reminders shall be possible by email or text message. For Mileage Reporting Methods 

based on smartphone applications, reminders shall also be possible by in-app message. 

The definition of “non-compliant” and timing and frequency of reminder messages for 

each Mileage Reporting Method shall be defined in the business rules (2.10.4 Timing 

and Frequency of Reminder Messages). 

• RPAM.ARA.13       The Participant Account Management component shall provide 

participants updated mileage or trip data on available interfaces (web portal and/or 

mobile app) within 24 hours of that data being sent to the Service Provider (as quickly as 

feasible). Information presented on the app shall be consistent with what is displayed on 

the online participant account. Near real time trip data shown shall be identical on online 

participant account and smartphone app. The total miles shown for a period on the app 

and the website shall match the total miles shown on the RUR for same period. Trip data 

that are isolated (e.g. quarantined for troubleshooting) and therefore not used for the 

RUR shall be clearly identified on the available interfaces.  

• RPAM.ARA.14       The app provided by the Service Provider shall reflect the HiRUC 

brand and graphic styles (graphic charter) - if the Service Provider has an existing 

smartphone app, it shall be reskinned to follow the HiRUC graphic charter.  

• RPAM.ARA.15       The available interfaces shall include the following features:  

 Participant dashboard (landing page) showing a summary of the account details 

(participant contact details, Mileage Reporting Method, account status, link to history 

of RURs, link to detailed trips) 

 History of RURs for each vehicle per period 

 Log of trips (with identification of trips that have been quarantined for troubleshooting 

purposes) 

 If the app does not include participant account management features, a link to the 

online account shall be included 

► Functional Group 5: Transmit RUR reports 

 Function 5a: Transmit RUR reports to the Data warehouse  

• RPAM.TRR.1       The Participant Account Management component shall send RUR 

reports periodically as defined in the Business Rules (see Business Rules 2.10.2 Timing 
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and frequency of RURs). RUR reports for Native Automaker Telematics shall be sent 

either monthly or quarterly depending on the data extraction costs involved.  

• RPAM.TRR.2      In case a vehicle changes Mileage Reporting Method to a new Mileage 

Reporting Method on a different RUR cycle (e.g. from monthly to quarterly), a RUR 

generation request shall also be transmitted for the old Mileage Reporting Method (i.e. at 

the end of the monthly cycle) so that a final RUR on the cycle of the old Mileage 

Reporting Method is generated for the participant. The subsequent RUR generation 

requests shall be issued according to the new Mileage Reporting Method cycle (i.e. 

quarterly).  

• RPAM.TRR.3       In addition to periodic RUR transmissions, the Participant Account 

Management component shall be able to send RUR data for enrolled participants to the 

Datawarehouse at any required frequency to cover adjustments, errors and exceptions.  

• RPAM.TRR.4       RUR data is transmitted for enrolled participants to the 

Datawarehouse as described in the ICD.  

• RPAM.TRR.4       Adjustments to accounts (changes to already-issued RURs), if and 

when needed, shall be completed by re-issuing RURs for periods in which adjustments 

are required. No adjustment line appears on a given RUR. When a RUR needs to be 

adjusted, the SP shall send the updated RUR information to the SP via the RUR Data 

Report as specified in the ICD. As specified in the ICD, the RURIncrement value is 

increased by 1 every time an RUR is re-issued. 

► Function Group 6: Distribute RURs  

 Function 6a: Retrieve and Display RURs 

• RPAM.RDR.1       The Participant Account Management component shall retrieve (from 

the centralized RUR repository) and distribute RURs monthly for vehicles on the Plug-in 

Device Mileage Reporting Method, and every three months for participants on the 

odometer charge reporting method, except in cases in which participants change 

vehicles or change MRMs away from OdoFoto, and thus conclude their mileage 

reporting for the given vehicle; RURs for Native Automaker Telematics shall be 

distributed either monthly or quarterly depending on the data extraction costs involved 

(to be discussed with the HiRUC Administration).  

• RPAM.RDR.2       Before attaching a RUR to a participant vehicle for any given period, 

the subsystem shall verify that the RUR/participant/vehicle/period combination is correct.  

• RPAM.RDR.3       The Participant Account Management component shall have the 

ability to retrieve a RUR for enrolled participants on a case by case basis at any time 

from the centralized RUR repository (e.g. regenerated RURs due to error). Before 

attaching the RUR to a participant vehicle for any given period, the subsystem shall 

verify that the RUR is for the correct participant/vehicle/period combination 

• RPAM.RDR.4       The Participant Account Management component shall verify that a 

RUR is generated for each participant vehicle on the reporting cycle.   
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• RPAM.RDR.5       The Participant Account Management component shall verify that a 

final RUR is generated at the end of the reporting period for each participant vehicle that 

was de-enrolled from Part 2 during the reporting period.   

• RPAM.RDR.6      In case a vehicle changes Mileage Reporting Method to a new Mileage 

Reporting Method on a different RUR cycle (e.g. from monthly to quarterly), the 

component shall retrieve and distribute a final RUR for the old Mileage Reporting 

Method (i.e. at the end of the month, even in cases of ending a quarterly MRM). The 

subsequent RURs shall be retrieved and distributed according to the new Mileage 

Reporting Method cycle (i.e. quarterly).  

• RPAM.RDR.7       The Participant Account Management component shall post RURs on 

its online interface and shall make them available for download. RURs shall be displayed 

for each vehicle by period so that participants can easily access the history of RURs for 

that vehicle by reporting period. The Participant Account Management component shall 

distribute RURs periodically either directly by email to participants and/or by inserting 

links to the RURs on the online account in emails or text messages.  

• RPAM.RDR.8       The Participant Account Management component shall maintain a 

record of RURs generated and, the ability to view RURs on its online interface. 

► Functional Group 7: Provide Customer Service 

 Function 7a: Request and Claims management (including claims on incorrect data displays) 

• RPAM.RCM.1       The Participant Account Management component shall support clear 

identification of participants (identity check) that contact the Helpdesk services before 

any information is provided (PII protection). 

• RPAM.RCM.2       The Participant Account Management component shall support 

management of participant requests and claims, and reporting to the HiRUC 

Administration. The component shall keep track of participant requests and helpdesk 

resolution. 

• RPAM.RCM.3      The Participant Account Management component shall allow helpdesk 

agents to provide technical and operational support to participants from account set-up 

to account closure in order to enable seamless customer service including assisting 

participants to change their Mileage Reporting Method or vehicle. Helpdesk agents shall 

have easy and quick access to participant data including real-time enrollment status, 

shipping status of OBDII devices, account activity information, and history of RURs to 

provide high quality services.  

• RPAM.RCM.4       The Participant Account Management component shall provide the 

capability to manually add an adjusting entry to the account for changes in miles (and 

road usage charge). 

• RPAM.RCM.5       In cases where an adjusting entry is added, the Participant Account 

Management component shall provide the capability to also manually adjust the fuel 

consumption (and estimated gas tax paid). 
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• RPAM.RCM.6      The Participant Account Management component shall track all calls 

to customer support and report customer support statistics to the HiRUC Administration. 

In particular, the Service Provider shall track channel (email, phone), category, issue 

description and volume of customer support requests. These will be further described in 

the Business Rules section 2.4.6 (“Timing and frequency of RURs”). These shall be sent 

to the HiRUC Administration as described in the Business Rules. 

► Functional Group 8: Ensure compliance with design requirements 

 Function 8a: Systematically support Mileage Rates and Gas Tax Rates 

• RPAM.SMR.1 The Participant Account Management component shall utilize the mileage 

rates specified by the HiRUC Administration for all chargeable miles, and shall manage 

state and county rates separately.  

• RPAM.SMR.2 The Participant Account Management component shall utilize the gas tax 

rates specified by the HiRUC Administration for all chargeable miles, and shall manage 

state and county rates separately.  

5.5.2.3. Subsystem: Account Management, Component: Reporting 

► Functional Group 9 Transmit Reports to HiRUC Administration 

 Function 9a: Send Administration and Monitoring Reports to the HiRUC Administration. An 

Excel workbook with preformatted templates shall be provided by the HiRUC Administration.  

• RPAM.SAM.1       The Participant Account Management component shall provide an 

Enrollment Overview report, comprising a summary of VINs enrolled, corresponding 

enrollment status and compliance status, Mileage Reporting Method switches, account 

closures (forced and requested) by the Service Provider to the HiRUC Administration on 

a periodic basis or an on-demand basis (e.g. daily during the first weeks of the Part 2 of 

operations to monitor enrollment) 

• RPAM.SAM.2       The Participant Account Management component shall provide a 

Vehicle Overview, comprising a summary of all VINs and characteristics (make, model, 

year, EPA or observed MPG, propulsion type) and enrollment status by the Service 

Provider to the HiRUC Administration on a periodic basis or an on-demand basis (e.g. 

daily during the first weeks of the Part 2 of operations to monitor enrollment) 

• RPAM.SAM.3      The Participant Account Management component shall provide a 

Participant Overview, 5a summary of participant account details, participant account 

status, and VINs enrolled for the participant report to HiRUC Administration on a periodic 

basis or on-demand basis (e.g. daily during the first weeks of the Part 2 of operations to 

monitor enrollment) 

• RPAM.SAM.4      The Participant Account Management component shall provide a 

Mileage and Revenue report, comprising a summary of Mileage and Road Usage 

Charge Revenue report to HiRUC Administration on a periodic basis. 
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• RPAM.SAM.5      The Participant Account Management component shall provide a 

RURs Distributed report, comprising a summary of RURs distributed report to HiRUC 

Administration on a periodic basis. 

• RPAM.SAM.6     The Participant Account Management component shall provide an 

Errors and Events report, comprising a summary of Errors and Events for each VIN to 

the HiRUC Administration on a periodic basis 

 Function 9b: Send Customer Service Statistics Reports to the HiRUC Administration  

• RPAM.CSS.1       The Participant Account Management component shall provide 

customer service statistics to the HiRUC Administration on a periodic basis. The 

specifications of customer service statistics reports are reported in the customer service 

requirements.  These are defined in the business rules section 2.4.6, (“2.4.6. The 

Service Provider’s Account Management system shall track all calls to customer service 

and report customer support statistics defined below to the HiRUC Administration”). 

 Function 9c: Reporting Frequency and Error Management to the HiRUC Administration  

• RPAM.RFE.1       Reporting periods shall be specified in the business rules (2.10.2 

Timing and Frequency of RURs). 

• RPAM.RFE.2       If any report must be updated for any reason, the Service Provider 

shall re-send all reports required for the reporting period for which data must be updated 

to both subsystems, whether or not data has been updated in them. Only reports in the 

reporting period for which data must be updated shall be re-sent—reports in other 

reporting periods shall not be re-sent. 

 Function 10: Subsystem availability 

• RPAM.SAV.1      The Demonstration Participant Account Management component shall 

have high availability (99.9% uptime). 
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